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Chapter 1 Introduction

1.1 Brief description of the chapters and sections in this document

Chapter/Section Target Description

reader

1.1 All readers | Clarification of the organization of this document

1.2 All readers | Clarification of the intent of this document

1.3 All readers | Explanation of the organization of Chapter 2

specifying the details of the protocol

1.4 Specialists | Features of this document, including rigorousness of
of QKD | the security proof

1.5 Specialists | Protocol overview for specialists of QKD
of QKD

1.6 Specialists | Overview of the organization of the security proof for

of QKD | specialists of QKD
All readers | Detailed clarification of the decoy-state BB84 protocol

Specialists | Details of the security proof for specialists of QKD
of QKD

WIN

1.2 General Overview

A Quantum key distribution (QKD) protocol is a procedure for sharing a sequence of
secret random bits (QKD key) between a transmitter (Alice) and a receiver (Bob) in an
information-theoretically secure manner’.

A QKD protocol is a hardware based cryptographic protocol. To execute it, Alice and
Bob need to possess QKD modules for manipulating, sending and detecting optical
pulses as well as performing data processing to generate a QKD key. Alice and Bob’s
QKD modules are typically connected by two channels: a quantum channel for
transmitting quantum signals, such as attenuated optical pulses, and an authenticated
classical channel for exchanging classical data in a conventional manner, either via an
optical channel or a radio wave channel. The QKD modules connected by the quantum
and authenticated classical channels constitute a QKD system.

Security proofs demonstrate that the QKD key exchanged is secure against an
eavesdropper (Eve) who has unbounded computing resources, based on the laws of
quantum mechanics and information theory provided that certain assumptions are met
by the QKD system and its operations. Security proofs should preferably take
imperfections of the QKD system into account. Unfortunately, however, such security
proofs rely on highly precise device characterization techniques, which still require
further research and development.

This document, referred to as Protocol and Security Proof Document (PSPD), aims at

T For general overview of quantum key distribution, see S. Pirandola et al., “Advances in quantum
cryptography”, Adv. Opt. Photon. 12, 1012 (2020) for example.



specifying a QKD protocol for a prepare-and-measure QKD scheme and providing a
security proof for it. The PSPD is particularly intended to serve as a reference document
for evaluation and certification of security functions of QKD modules. In the paradigm of
the Common Criteria (CC) certification based on ISO/IEC 15408, the PSPD provides the
basis for deriving and specifying security functional requirements in Protection Profile
(PP) and security assurance requirements and evaluation method in Supporting
Document (SD) for the PP.

More specifically, this PSPD 1) specifies the operating procedure of the decoy-state
BB84 protocol?, which is a representative QKD protocol widely used, 2) focuses on an
implementation scheme using a time-bin encoding, specifically phase-encoding in
double pulses, 3) sets the assumptions that must be met by the QKD system and its
operations, and 4) provides a mathematically rigorous proof that the protocol of the
decoy-state BB84 with time-bin encoding is information theoretically secure under the
assumptions of 3). Note that the assumptions on most physical devices in 3) are ideal in
this PSPD.

In practical implementation of a QKD system, the assumptions in the security proof are
not always completely fulfilled, in general, due to inevitable imperfections of devices in
the QKD modules, flaws of the QKD system operations, and so on. There remain
deviations between these assumptions and the corresponding implementation
characteristics of the QKD system. For example, detection efficiencies of two photon
detectors are assumed to be perfectly the same, but they are usually different. It is also
impossible to verify precisely if they are the same or to how much extent they differ. Such
deviations may compromise the security of a QKD protocol and should be treated as
potential vulnerabilities in the QKD system.

Therefore, evaluation activities for QKD modules in CC certification include vulnerability
analysis on potential threats against likely deviations for each assumption in the security
proof. The requirements and detailed procedures for vulnerability analysis are specified
in the PP and SD, as well as functional testing upon the QKD modules, which helps
assure that the likelihood of undiscovered vulnerabilities is relatively small.

To conduct vulnerability analysis and testing upon the QKD modules, it is often
necessary to restate, modify, or relax the assumptions in the security proof to be testable
and preferably quantitative in terms of physical parameters and characteristics rather
than remaining in strict and abstract descriptions. Such adaptations are made in the SD,
and outside the scope of the PSPD. The relation between the PSPD and SD in this
regard will be mentioned in Subsection 2.2.

1.3 Organization of the document following Chapter 2

The rest of the document is organized as follows.

In Chapter 2, we provide a description of the specific decoy-state BB84 protocol, which

2 BB84 is the first QKD protocol invented by Bennett and Brassard in 1984. The decoy-state BB84 is its
modified protocol which is recognized as one of the practical QKD protocols.



is supposed to be informative enough for non-experts of QKD to implement or evaluate
and certify the QKD modules.

Chapter 2.1 lists technical terms used in Chapter 2. Chapter 2.2. lists the assumptions
used in the security proof, as well as the relation to the adapted ones (assumption
families) in the SD. It is assumed that the QKD modules have only few imperfections
(physical assumptions). The assumptions for data processing are mostly verifiable in
practice. Attack surfaces are limited only to the quantum channel where all possible
attacks allowed by the law of quantum mechanics are taken into account. This class of
attack is called the coherent attack which is the most general attack on the quantum
channel. Chapter 2.3 lists notations, constants, and variables used in the protocol. For
some of them, we have explicitly made it clear who and when each piece of information,
which is obtained through running the protocol, must be made public, i.e., sent over the
authenticated classical channel. In other terms, it instructs until when each piece of
information must be kept secret from Eve (Chapters 2.3.4, 2.3.5, and 2.3.6).

Chapter 2.4 illustrates the QKD protocol by flowcharts. These flowcharts display the
step-by-step procedure of the protocol in detail. Chapter 2.5 describes the key rate
formula for the protocol. The key rate is the number of bits of the QKD key per pulse,
generated by running the protocol. This formula is represented by the constants and the
variables defined in Chapters 2.2.1 to 2.2.3.

Chapter 3 describes the details of the security proof, which are written for experts in
QKD. In so doing, we prove that the protocol defined in Chapter 2 is secure against the
most general attacks (coherent attacks) under the assumptions listed in Chapter 2. Our
proof is written in @ mathematically rigorous manner, enabling anyone with sufficient
knowledge of QKD to verify its correctness.

For readers who are interested only in Chapter 2 may skip the rest of this chapter. The
rest of this chapter is for the readers who intend to read the security proof in Chapter 3,
which requires expertized knowledge on QKD security proofs, and includes an overview
of the definitions and assumptions of the protocol, and the organization of the security
proofs.

1.4 Overview of the protocol and the security proof

The detailed procedures of the protocol are designed to make data processing realistic
and practical, enabling efficient key generation and reducing the implementation cost. As
a result, some procedures may look redundant compared to those in standard QKD
protocols in literature. For example, the quantum communication phase is divided into
several phases and the quantum and classical communication phases are executed in
parallel. These are significant differences from those in standard protocols in literature.
We have carefully considered the impact on the security proof brought by these phases.

In this document, the protocol is defined by flowcharts. The assumptions, parameters
and their values, variables, and the measurement outcomes are presented concretely,
comprehensively, and explicitly in the flowcharts. We remark that for the data such as
the values selected by Alice and Bob and the measurement outcomes, detailed
guidelines are explicitly presented, instructing how they should be treated, including
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instructions such as “how long they must be kept secret” or “if they can be reused”. These
details are given for the completeness of the proof though they may seem to be obvious
in some cases.

In this document, most physical devices are assumed to be ideal. For example, it is
assumed that the performances and characteristics of each of the same kind of devices
are the same. Another example is that each device has no deviations from the designed
characteristics, no fluctuations in time, and no memory effects.

In future, it is highly desirable to update the security proof in this document and to
accommodate more device imperfections into it.

The security proof in this document pursues a totally mathematical proof by the

following approaches. Frist, unlike traditional approaches in literature, we minimize
reliance on physical intuition and physical interpretation that could result in a simple proof
but also lead to an argument whose correctness is non-trivial to confirm due to
mathematical ambiguities.

Second, both classical and quantum information is described and treated as quantum
states. For example, the classical information exchanged over the authenticated
classical channel is dealt with as a diagonal quantum state, and the systems containing
the states are stored in Alice and Bob’s memories. Moreover, the joint state of Alice, Bob,
and Eve is represented by a single pure quantum state and treated as a single density
matrix.

These approaches allow us to make the entire security proof self-contained and
mathematically rigorous. Naturally, for practical application of the security proof, error
correction and privacy amplification must be explicitly evaluated with finite length—an
aspect that is indeed addressed in our proof.

1.5 Overview of the assumptions

In this section, we provide an overview of the assumptions underlying the security proof.
Specifically, the following assumptions are made on a light source at Alice and detectors
at Bob: 1) The quantum signal to be transmitted is in a single-mode coherent light pulse
(referred to the second assumption for Alice). 2) Bob uses threshold detectors with non-
zero dark count probabilities and non-unit detection efficiencies, reflecting the
imperfections of the device (referred to the second assumption for Bob).

All other physical characteristics in the QKD modules are assumed to be ideal.
Specifically, the following assumptions are made.

For the transmitter (Alice):

A quantum bit is represented with two consecutive pulses, which contain one photon
in total.
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The quantum state to be transmitted is a single-mode coherent light pulse®, and Alice
encodes the bit and basis information into a relative phase of the two consecutive
pulses (denote a pair of the consecutive two pulses as the double-pulse).

The relative phase between the double-pulse can be set exactly to be one of four

1 3
values: 0, ST, T, 0r ~T.

The relative phases between neighboring pairs of the double-pulses are completely
random.

The intensities of the double-pulse for the decoy and signal quantum states can be set
exactly to be the intended ones.

The phase and intensity modulations applied to the double-pulse do not change any
physical degree of freedom other than the intended ones.

There is no side channel for the transmitter.

That is, eavesdroppers cannot obtain any information related to the transmitter’s
internal state by any means other than performing quantum operations on the
sequence of the double-pulses sent by the transmitter and obtaining the information
exchanged over a classical channel.

For the receiver (Bob),

Bob’s measurement unit consists of the Mach-Zehnder interferometer equipped with
a phase modulator that can precisely modulate the phase of a signal of one of the
arms in the Mach-Zehnder interferometer. The phase modulation value can be set
exactly to 0 or /2, and this exact modulation is applied only to the intended pulses.
All threshold photon detectors are identical, namely, they have the same detection
efficiency and dark probabilities.

There is no side channel. That is, eavesdroppers cannot obtain any information related
to the receiver’s internal state by any means other than obtaining the information
exchanged over a classical channel.

Furthermore, regarding information processing and classical communication, we
make the following minimum assumptions (idealizations):
The random numbers used by the transmitter and receiver are ideal, i.e., all the
possible bit strings are generated according to the uniform probability distribution.
The QKD modules are equipped with a mechanism to prevent tampering occurred in
a classical channel.
The QKD modules are equipped with a mechanism to correctly verify the time-stamp
information, i.e., the time order of operations is correctly verified.

Based on the above assumptions, this document considers implementing a
variant of the decoy-state BB84. Below, we list the detailed settings of the
protocol which could be important to note in the context of the security proof.
There are two types of decoy states, one of which is the vacuum.
The total number of pulses Alice sends is fixed in advance.
Classical communication is performed in parallel with the quantum communication.
The syndrome information for error correction is exchanged over a classical channel

3 Precisely speaking, photon number of a coherent light pulse is fluctuating and not necessarily contain
exact one photon. The quantum bit is represented by a part of the consecutive coherent light pulses.
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which an eavesdropper has access to.

The syndrome information for error correction and hash function for privacy
amplification are linear.

Error correction is applied to each shorter bit string, which is obtained by splitting the
bit strings (the sifted keys) Alice and Bob obtained during the quantum communication
phase.

A syndrome for error correction is sent from Alice to Bob, and it is only Bob who flips
the identified erroneous bits.

(Note: The corrections are not always successful, and to verify whether the errors have
been corrected, Alice and Bob use error verification.)

Privacy amplification is performed on a reconciled bit string, i.e., a bit string after error
correction and successful error verification.

After error correction, an error verification test, which allows to upper bound the failure
probability, is performed to confirm if the bit strings are identical, and if the outcome of
this test is negative (meaning a failure in correcting errors), the protocol is aborted.
(Note: the probability that the outcome of the test is positive while there remain errors
can be made arbitrarily and exponentially small by the users.)

The number of bits in (the length of) the sifted key is a random variable.

The upper bound on the bit error rate ey;;, which is defined in 2.3.2, is assumed to be
estimated in advance, and no sampling is performed to estimate ey;; during the
protocol.

QKD keys are generated only from the Z-basis.

(Suppose the quantum state |n,m) is the one in which the front pulse of the double
pulse is an n-photon state and the back pulse is an m-photon state. Then the Z-basis

is defined {% (11,0) + |o,1)),% (11,0) — 0,1)})* in this document.
Information in the X-basis is used only for phase error estimation.
(The X-basis is defined {\/% (11,0) + i|0,1)),% (]11,0) — i|0,1))} in this document.)

Remark: We have chosen the above settings aiming for achieving advantages in
implementation. For instance, performing classical and quantum communication in
parallel, and applying error correction in a block-wise manner, can reduce the memory
size and computation costs without compromising the QKD key generation rate. This
method has a potential drawback, which could make the security proof complicated.
Nevertheless, we have adopted these settings for advantages in implementation.

4 The photon number of the actual signal, i.e. coherent light pulse, has some uncertainty. However,
projecting it on the Z-basis by measurement allows us to extract the QKD key.
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Chapter 2 QKD Protocol

This chapter describes the protocol of decoy-state BB84 with time-bin encoding and

provides technical information required for evaluation and certification of QKD modules.

2.1 Technical terms

The technical terms that appear in the following chapters are summarized below.

Technical term

Explanation

Classical channel

A communication channel that does not use quantum effects. It
includes, e.g., Internet, and e-mail. The information exchanged
over this channel is perfectly available to an eavesdropper.

Quantum channel

A communication channel for transmitting quantum states.

Syndrome of linear
code

The information used to correct bit errors in the sifted key. In this
document, the error correction code for bit-error correction is
assumed to be any linear code that always output information
indicating positions of bit errors. Note that the positions indicated
are not always correct, and to confirm if bit errors are corrected,
Alice and Bob use error verification (see the next item).

Hash function to
check success or
failure of error

A hash function used to check if the keys shared by Alice and
Bob are the same sequence after bit error correction. This
procedure is called error verification. The QKD protocol in this

correction document assumes that the surjective universal2 hash function

is used for this.
Surjective A universal2 hash function is a function probabilistically chosen
universal2 hash | from a family of functions designed to ensure that the probability
function of different inputs producing the same hash values is low. If the

output of the universal2 hash function is Ny, bits, the
probability that any two different inputs result in the same hash
values (i.e., the probability that a collision occurs) is at most
2~ Nverify A surjective function with Nyerigy-bit output is a function
such that at least one input exists for every Nyir,-bit output.

Dual universal2
hash function

A linear, random, surjective hash function f, mapping n input
bits to m output bits, is called dual universal2 if, for any non-
zero input y, the probability that y lies in the orthogonal space
of the kernel of f is upper bounded by 1/2™"™ ™.

Privacy
amplification

Privacy amplification is one of the key generation processes in
the QKD protocol, performed by Alice and Bob using classical
computers (as shown in Step 4 of Figure 2.5 in Chapter 2.4).
Specifically, it involves inputting a key that may have been
partially leaked to eavesdroppers and shortening its length to
generate a QKD key that is completely secure from
eavesdroppers.

Hash functions for

The hash function used by Alice and Bob to obtain the QKD key.

privacy The QKD protocol in this document assumes that the surjective
amplification dual universal2 hash function is used.

Mach-Zehnder The Mach-Zehnder interferometer is a device that uses optical

interferometer interference to measure the phase difference of light. In this
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interferometer, light incident from the quantum channel is first
split into two optical paths. After passing through these paths,
the light is recombined, and the phase difference information of
the light before recombination is obtained by detecting the light
using photon detectors.

Dark count A dark count refers to the detection of a photon by a photon
probability of a detector due to factors such as stray light, rather than light from
photon detector the quantum channel. The probability of a dark count occurring
during the detection of each optical pulse is called the dark count
probability. This value (which takes between 0 and 1) can be any
number for executing a QKD protocol, but a smaller value
results in better protocol performance (allowing for a higher rate
of key generation per unit of time).

Detection efficiency | The detection efficiency of a photon detector refers to the
of a photon fraction of incident photons that the detector successfully
detector detects and converts into an electrical signal. Detection
efficiency takes a value ranging from 0% (no detection) to 100%
(perfect detection). While a QKD protocol can be executed with
any value of detection efficiency, a higher detection efficiency
results in better performance of the QKD protocol (i.e., a higher
amount of QKD key generation per unit of time).
Block As explained in Figure 2.3 of Chapter 2.4, once Bob has finished
receiving the M double pulses, he announces the measurement
outcomes of these pulses via a classical channel. Subsequently,
Alice also announces information about the transmitted states
of these pulses via a classical channel. These M double pulses
are called a block.

2.2 Assumptions for the protocol

Table 2-1 summarizes the assumptions in the security proof (left column) and their
adaptations for evaluation activities in the SD (right column). This adaptations in the SD
are made firstly by decomposing the assumptions in the security proof into “assumption
families” based on ideal characteristics on devices and operations, describing them in
terms of testable parameters and physical characteristics, and then mapping relevant
functional tests and penetration tests to each family. Note that the requirements in the
SD and the assumptions in the PSPD may be different. The requirements in the SD are
unconditionally fulfilled for any QKD modules to pass the functional and penetration tests,
but the assumptions in security proofs are not fulfilled in some cases.

Table 2-1 Assumptions in the security proof and
the corresponding assumption families in the SD.

Assumptions in the security proof

Definition in this PSPD | Assumption families in the SD

Time ordering assumption

There is a method to guarantee time ordering. The - None
method is available at certain points in the protocol.
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Assumptions in the security proof

Definition in this PSPD

| Assumption families in the SD

Authenticated classical channel assumption

Classical channels are authenticated and not
disconnected.

If we can assume the existence of a pre-shared secret
key, Wegman-Carter schemes using this key can achieve
information-theoretic secure falsifiability.

Alternatively, with the  computationally = secure
authentication, we assume that falsifiability cannot be

broken within the protocol execution time.

Authenticated classical
channel

Perfect state-preparation assumption

The state generated by the transmitter is two consecutive
ideal single-mode coherent light pulses (double pulse),
and the intensity of a particular, say the i-th, double pulse
sent from the transmitter is in a desired value dependent
only on the i-th intensity label, which is S, D, or V
defined below. The phase difference of the i-th double
pulse can be in a desired value dependent only on the i-
th bit choice and the basis choice.

Photon statistics and
intensity

Degrees of freedom
Accuracy of the encoding
Independence of adjacent
pulses

Stabilities of the light source
and the photon detector
Robustness against
provoked damage

Perfect phase randomization assumption

The relative phase between different double pulses is
perfectly randomized.

Phase randomization
Stabilities of the light source
and the photon detector
Robustness against
provoked damage

Ideal random number assumption

Any random number generated is a true random number. | Random number generator

Ideal phase modulation assumption (Receiver side)

The relative phase modulation between double pulses

acting on the longer arm of the Mach-Zehnder
interferometer, performed immediately before the photon
detectors, is = mode-independent, and ideally
implemented.

Random number generator

Assumption of identical performance of photon detectors

The performance of all photon detectors used by the
receiver is identical.

Detection efficiency
Degrees of freedom
Recovery or dead time
Stabilities of the light source
and the photon detector
Robustness against
provoked damage

Photon detector model

Photon detectors are modeled by the dark count
coefficient and the quantum efficiency. Photon detectors
operate with these two parameters, independent of
detection round.

Detection efficiency
Degrees of freedom
Recovery or dead time
Stabilities of the light source
and the photon detector
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Assumptions in the security proof

Definition in this PSPD Assumption families in the SD

- Robustness against
provoked damage

No side channel assumption

receiver.

other means, it is impossible for eavesdroppers to obtain
the internal information held by the transmitter or the

The eavesdropper can coherently modify and observe the | -  Security and cryptographic
quantum states of all the double-pulses transmitted by the boundaries

transmitter, input arbitrary quantum states to the receiver | -  Security boundary on optical
instead of the original quantum states of the double- channel

pulses sent from the transmitter, and arbitrarily eavesdrop | -  Single-photon sensitivity

on the contents of the classical channel. However, by any | -  Calibration

2.3 Symbols used in the protocol

Definitions of symbols that appear in the QKD protocol in Chapter 2.4 are summarized
in the following six tables. The last three tables also show the information that can be
obtained during the protocol and when that information is ready to be disclosed on a
classical channel. The term “disclosure” in this document means that the information is
transmitted from the transmitter to the receiver or from the receiver to the transmitter
through a classical channel. Note that the information disclosed will be available also to
an eavesdropper due to the use of a classical channel, but there is no security problem
in it as this leaked information is properly taken into account in the security proof.

2.3.1 Symbols with specific meanings

The following symbols, S, D, V, Z, X and @,have some specific meanings.

Table 2-2 Definition of symbols with specific meanings.

Symbol

Definition

S, D,V

They specify the label of the intensity of the double-pulse to be sent.
(Specifically, S, D, and V denote the signal, decoy, and vacuum (another
decoy).)

Z, X

They identify the type of modulation of the double-pulse being sent.
(Specifically, Z and X denote the Z- and X-bases of the quantum state,
respectively.)

It indicates that the receiver has not yet completed the measurement of the
double-pulses to be received. The phrase “the measurement outcome of the
i-th pulse is @” means that the current time is before the i-th measurement
time, which is defined prior to the start of the QKD protocol.

Click
event

It is the event where one or both detectors detect a photon(s) at the ith
measurement time, which is defined before the start of the QKD protocol.
Note that “the i-th double-pulse is detected” means that “the i-th
measurement outcome is a click event”.

No click
event

It is the event where no detector detects a photon(s) at the ith measurement
time, which is defined before the start of the QKD protocol.
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Constants that must be determined before the QKD protocol starts are summarized as

follows. These constants need not to be secret from eavesdroppers.

Table 2-3 Definition of constants.

Symbol Definition
Nplock Total number of blocks of the double-pulses sent by the
transmitter.
M Total number of the double-pulses transmitted in one block.
N Total number of the double-pulses sent by the transmitter.

(N = M Nyjoex)

pw(w E {Sr Dr V})

Probability of generating the double-pulses with the intensity
label specified by w.

po(w €1{S,D,V})

The intensity of the double-pulses specified by w.

pe(a € {Z,X})

Probability that the modulation type (basis) is a.

Da = 1/2(a € {0:1})

Probability of the modulation bit value to be a.

Oaa(a €{0,1}), @ €
{Z,X3)

Relative phase between the individual pulses of the double-
pulse for basis a and bit a.

1 3
(OO,Z = 0, el,Z = T[, OO,X = ET"’, 91’X — ET’:)

pp(B € {Z,X})

Probability that the measurement basis is chosen to be £
(probability that the type of modulation to be applied to the
double-pulse before the interference for photon detection is

B).

Nverify

Bit length of the hash value to be used to verify that the
reconciled keys are equal.

€pit

Upper bound on the bit error rate (the fraction of bits with bit
errors present in the sifted key) that is assumed and defined
by Alice and Bob before the protocol starts.

An upper bound on the bit error rate is estimated by Alice and
Bob before executing the protocol (the security is guaranteed
for any choices of the values as described in Chapter 2.5).

Esecrecy

The constant that appears in determining the amount of
privacy amplification. This constant takes a value between 0
and 1, which quantifies the security of the QKD key. Note that
a smaller value indicates higher security.

2.3.3 Parameters, etc.

Symbols representing parameters used to describe Alice’s and Bob’s procedures are

defined as follows.

Table 2-4 Definition of parameters, etc.

Symbol Definition
i Parameter specifying the i-th double-pulse.
ie{1,2,,N}
Ji Parameter specifying the j-th block of the double-
pulses.
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j € {172' T Nblock}

; Set of indices i belonging to the j-th block of the
double-pulses.
S;={G-DM+1,(—-1DM+2,,jM}

2.3.4 Symbols for describing the double-pulses to be sent by the transmitter
(Alice)

Symbols for describing the quantum state of Alice's transmitted double-pulses are
defined as follows. Here, the definitions of St and S]-X"]let are given in 2.3.6.

Table 2-5 Definition of symbols for Alice.

Symbol Definition Timing of disclosure
w; Random variable After the reception of all double-pulses belonging
representing the to the j-th block and y;, B;, b; (i€S;)
intensity label of the i-th | transmitted by Bob are completed, w; (i € S9¢t)
double-pulse. is disclosed by Ali ]
y Alice.
w; €{S,D,V} (See 2.3.5 for the definition of y;, B;, b;, and
also see 2.4.4 Note *1)
a; Random variable After the reception of all double-pulses belonging
representing the basis | to the j-th block and y;, B, b; (i€S;)
choice of the i-th transmitted by Bob are completed, a; (i € S
double-pulse. P : g
is disclosed by Alice.
a; € {Z,X} (See 2.4.4 Note *1)
a; Random variable When a; = Z, a; is not disclosed.
representing the bit (See 2.4.4 Note *2)
choice of the i-th When a; = X, after the reception of all double-
double-pulse. pulses belonging to the j-th block and y;, B;, b;
a; € {0,1} (i €S;) transmitted by Bob are completed, a;
(i € S°") is disclosed by Alice.

Only the receiver will know when a measurement is finished. Therefore, it must be
verified in some way if the disclosure is indeed made after the measurement, i.e., the
verification of the order of time. The protocols implemented utilize the time ordering
assumption that there is a method to check the order of time.

2.3.5 Symbols for describing measurement outcomes by the receiver (Bob)

Symbols for describing the Bob's measurement outcomes are defined as follows.

Table 2-6 Definition of symbols for Bob.

Symbol Definition Timing of disclosure
Vi Random variable After the reception of all double-pulses belonging
representing the to the j-th block is completed, y; (i €S;) is

measurement outcome | disclosed by Bob.
for the i-th double-
pulse, in particular,
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whether it is a click
event or not.
y; € {No click, click}

Bi Random variable After the reception of all double-pulses belonging
representing the basis | to the j-th block is completed, B; (i €S;) is
used in the disclosed by Bob

measurement for the i- | (See 2.4.4 Notes *3 and *4)
th double-pulse.

B € {Z, X}
b; Random variable When B; = Z, b; is not disclosed.
representing the (See 2.4.4 Note *3)
outcome of the When g; = X, after the reception of all double-
measurement for the i- | pulses belonging to the j-th block, b; (i € S;)
th double-pulse. is disclosed by Bob.

b; € {0,1, No click} (See 2.4.4 Note *4)

2.3.6 Sets of the double-pulse indices used for key generation

Symbols related to the sets representing in which time slots Bob detected photon (Bob’s
detector is clicked) are defined as follows.

Table 2-7 Definition of sets for key generation.

Symbol Definition Timing of disclosure
SJ.Z'det {i € Sjla; = B; After the reception of all pulses belonging to the j-th
=27y = click} block and y;, B;, b; (i €S;) transmitted by Bob are

completed, SjZ'Ulet is disclosed by Alice.
(See 2.4.4 Note *1)
SJ.X'det {i € Sjla; =p; After the reception of all pulses belonging to the j-th

=X,y = click} block and y;, B;, b; (i €S;) transmitted by Bob are

completed, SjX'det is disclosed by Alice.
(See 2.4.4 Note *1)
Sj.det SJ_Z'detU SJ.X'det After the reception of all pulses belonging to the j-th

block and y;, B;, b; (i €S;) transmitted by Bob are
completed, deet is disclosed by Alice.
(See 2.4.4 Note *1)




20

2.4 Flowcharts at each step of the QKD protocol
2.4.1 Overall Flowchart

1: Preparation

L

2: Quantum 3: Information exchanging
Communication and processing

- W ===

4: Key Generation

Figure 2.1: Overall flowchart of the QKD protocol.

Figure 2.1 shows the overall flowchart of the QKD protocol. Immediately after the start
of QKD, “1: Preparation” is executed, and when “1: Preparation” is completed, “2:
Quantum communication” and “3: Information exchanging and processing” are
performed in parallel. When these two processes are completed, “4: Key generation” is
executed. After that, the QKD protocol ends. Each process in this flowchart will be
described in a flowchart manner, which will be shown in the chapters from 2.4.2 to 2.4.5.
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2.4.2 Preparation Flowchart

Figure 2.2 shows the procedure for disclosing and exchanging information that the
transmitter (Alice) and the receiver (Bob) follow before quantum communication starts.
Here, the procedure “End” for Alice (Bob) is defined as Alice (Bob) disclosing to Bob
(Alice) that Alice (Bob) has finished the flowchart through a classical channel and that
Alice (Bob) receives Bob’s (Alice's) acceptance of the disclosed information. The same
definition is used in Chapters 2.4.3, 2.4.4, and 2.4.5.

Ve

Start: 1: Preparation J
Alice L

All the constarm/

Chapter 2.3.2 are
determined. These Information disclosed by
constants are disclosed to Alice is received.
Bob through a classical
channel.

v

End End

Bob

Figure 2.2: Flowchart for Preparation
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Start :
2: Quantum communication Bob
Alice - >
I I
End No
End
Determine the intensity label Yes
w € {S,D,V} with probability p,,
corresponding variable: w; = w. with probability pg and assign it (The reception of the
to the corresponding variable: i' th pulse is
Determine the basis a € {Z, X} Bi=8 completed)
with probability p, and assign it _ _
to the corresponding variable: Phase difference of delay line
a; = a. interferometer placed in front of
photon detectors is set to 0 b;: = No click.

Determine the bit a € {0,1} (m/2) when g; = Z (B; = X).
with probability p, and assign it
to the corresponding variable:
a; = a. i—i+1 Only one of the Determine the bit value

I two photon detectors randomly with probability 1/2

detects photons and assignitto by :b;y == b

Generate double-pulses of
intensity u,,, and modulate their
relative phase to be 6, 4,

I Substitute the bit value

assigned to the detected photon

Send the double-pulses to Bob. detector for b;.

| v v v

i=i+1 f=iHt '

Figure 2.3: Flowchart for Quantum communication
Figure 2.3 shows Alice’s procedure for sending the double-pulses, Bob’s measurement, and the
procedure for obtaining the measurement outcomes.



2.4 .4 Information exchanging and processing flowchart

Start :
3: Information exchanging
and processing

End

{Bi = Z,yi}ies; and

Bi=X%, yi}iesj have bee (The reception of the No
received. * 1 jMth pulse is completed)
The intensity labels {w;};_cdet,
J
the basis choices {a;},_ zdet , and the basis and Foralli € S;,if §; = Z , then (B;,y,) is disclosed
J

to Alice through the classical channel (* 3).

the bit choices {a;, a;};¢sxaer, Otherwise, (8;, v, b;) is disclosed (* 4).

are disclosed to Bob through the classical

channel. *2

j=j+1

j=j+1

Figure 2.4: Flowchart for Information exchanging and processing
Figure 2.4 shows how the transmitter and the receiver exchange
information obtained through “2: Quantum communication”.
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Notes

*1

*2

*3

*4

Alice’s disclosure on the values of the intensity, basis and bit selection of the
transmitted pulses belonging to the j-th block must always be made after the
measurement of the pulses belonging to the j-th block is completed.

Here, from the “time ordering assumption”, it is guaranteed that after Alice receives
the measurement outcome of the pulse belonging to the j-th block from Bob, Bob
will always have completed the measurement of the pulse belonging to the j-th
block.

Thus, the flowchart in Figure 2.4 guarantees that Alice will disclose the information
after Bob's measurement with respect to the j-th block is completed.

If a; =Z, then a; must not be disclosed at any time. This means that not only q;
itself must not be disclosed, but also any variables dependent on a; must not be
disclosed. This includes, for instance, the output of a function whose input contains
a;.

If y; = Noclick, b; and B; do not have to be disclosed.

If B; =Z and y; = click, b; must not be disclosed at any time. This means that not
only b; itself must not be disclosed, but also variables dependent on b; must not
be disclosed. This includes, for instance, the output of a function whose input
contains b;.

If y; = Noclick, b; and fB; do not have to be disclosed.



2.4.5 Key generation flowchart

Figure 2.5 shows the QKD key generation procedure by the transmitter and the receiver (the key
generation is a process that Alice and Bob perform on their classical computers to obtain the QKD key).

Step1

Start :
4: Key Generation

Evaluate the following values:
N Z,det
Ssife =V 2% S
_ k, = (ai)iessift
N = |{i|i € Sife, w; = W}
NESO™ = |{ili €U2P S, w; = w, a; # b}

Calculate Np, from {N§ift}, and, {NEF°T},,.
(Its explicit formula is described in Chapter 2.5.)

Evaluate the value |Ssis.| — Ngc — Nyerity — Npa @nd disclose
it to Bob through the classical channel.

|Ssife| — Nec
_Nverify - NPA =0

Generate Ngc bits of syndrome information
Isyng Using a linear code for k, and ey;.

Isynq is disclosed to Bob through the classical
channel.

1
1
1
1
|
|
1
1
|
1
1
1
1
|
|
1
1
|
1
1
1
1
|
1
1
1
|
1
T
1
1
|
1
1
1
|
|

Evaluate the following values:

.+ Nplock ¢Z,det
Ssift '_Uj=10C Sj

kB = (bl) 1ESsift

The information
|Ssift| - NEC - Nverify - NPA =0
is obtained from Alice.

No

Receive the information Isy 4.

Using the syndrome information Igypq,
error correction of kg is performed to
obtain the corrected bit string k¢
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Step3

Step4

Determine a random number 7,4, verity that identifies
the surjective universal2 hash function.

Obtain the Ny.rify-bit output H, (hash value) of the hash
function when the input is k,.

Iash = (Thash verify, Ha) is disclosed to Bob through the
classical channel.

The information
H, = Hp is obtained
from Bob

No

Determine a random number n,,¢,, pa that identifies the
surjective dual universal2 hash function with input k,
and (|Ssitt] — Ngc — Nyerity — Npa)-bit string as output.

Thash pa 1S disclosed to Bob through the classical
channel.

Using the surjective dual universal 2 hash function,
Alice obtains the QKD key as the output of the hash
function with input k.

vy

Obtain 0-bit string as the QKD key.

Y

End

Figure 2.5:

Receive the information Iyy,p,-

Using the surjective universal2 hash function
identified by the value 7,51 verity » BOb obtains the

hash value Hy of the hash function with input kj°.

Disclose whether H, = Hy or not to Alice via the
classical channel.

Receive the information 1,41 pa-

Using the surjective dual universal2 hash function
identified by the value r,,5,, pa ; BOb obtains the
QKD key as the output of the hash function with
input k.

\A 4

Obtain 0-bit string as the QKD key.

End

Flowchart for key generation
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2.5 Explicit expression for the amount of privacy amplification Np, +
NEC + Nverify

We define the symbols:

N§™ = (i € {1, N} |w; = S,a; = Bi = Z,b; € {0,1} } }] (2.1)
NSt = |{i € (1,-,N}|w; =D, a; = B; = Z,b; € (0,13} (2.2)

N§ift = |{i € {1, N}|w; = V,a; = B; = Z, b; € {0,1}}| (2.3)
N5t = |{i € {1, ,N}w; =D,a; = B; = X,b; € {0,1},a; # b} (2.4)
Npxoti={i € {1, ,N}|w; =V,a; = B; = X, b; € {0,1},a; # b;}| (2.5)

Here, NSift represents the random variable for the number of detected pulses in the Z
basis with the intensity label w; € {S,D,V}. Similarly, NError represents the random
variable for the number of bit errors in the X basis with the mtensity label w; € {D,V}.

Estimate the expected values of N§Ift, NSift, Ngift NEtror NETror in the absence of
eavesdroppers on the quantum channel used and denote them as N§ift, N3ift, Ngift)
NE5er NESor. (Note: These values must be determined before running the protocol. It

may be determined by preliminary direct experiments or by the estimation based on the
device and channel parameters. Our proof guarantees the security for any choice of the
values, however, if these predetermined values deviate from the values actually obtained
from Quantum Communication, the key rate will be reduced due to an increase of the
abortion rate or an increase of the amount of privacy amplification.)

In Step 4 of Figure 2.5 (the final step of the QKD protocol), the length of the keys that
Alice and Bob shorten through privacy amplification is given by

Nverify + NEC + NPA- (2-6)
The ratio of this value to the total number N of double-pulses emitted by the transmitter
is called the privacy amplification rate. Here:

®  Nyeriry IS @ constant defined in Chapter 2.3.2.

® Ngc is the bit length of the syndrome used for bit-error correction, which is
determined in Step 2 of Figure 2.5.

® Np, is given by

~ 2
Npp = Nsife — lNl,ZJ + lM,th Cgph]) + [ —log, <Esezecy>l- (2.7)

[N 2]

- N is the length of the sifted key, which is determined in Step 1 of Figure
2.5.

- h(") is the binary entropy function.

- N, isthe lower bound on the number N; ; of events in which Alice emitted
a single photon and Bob successfully detected the pulses, given that Alice



28

and Bob used the Z basis. The explicit expression of N, ; is given by Eq.
(2.13).

- Nph is the upper bound on the number N,;, of events in which Alice emitted
a single photon and Alice and Bob observed a bit error in the X basis (this
type of error is referred to as a phase error in Chapter 3.4), given that Alice
and Bob used the Z basis. The explicit expression of Nph is given by Eq.
(2.20).

- Esecrecy IS @ constant value, which is defined in Chapter 2.3.2.

Then, the defined QKD protocol is guaranteed to be (27Vverify + e5o recy )-SECUTE.

Explicit expressions for N; ; and Nph, which appear in Eq. (2.7), are provided in
Chapters 2.5.1 and 2.5.2, respectively. When performing numerical computation of Npg4,
numerical errors must be handled in such a way that they result in an increase in Np,.

First, the definitions appearing in these expressions are summarized below.

® |et
Hey

Pligm = e (2.8)
denote the probability that the two consecutive coherent light pulses (called
a double pulse) sent by Alice contain n € {0,1,2,...} photons when she
selects the intensity label w € {S,D,V}. Recall that the intensity of the
double-pulses specified by w is u,. Here, 'CS' in Eq. (2.8) stands for a
coherent signal.
Let

P = PoPiom (2.8)
denote the joint probability that Alice selects the intensity label w € {S,D,V}
and that the double pulse sent by Alice contains n € {0,1,2,...} photons.
Let

CcS
int ,_ PwPpuyn
pw|n T

(2.10)
ZwE{S,D,V} pwp;(tj,i,n

denote the conditional probability that the intensity label is w € {S,D,V},

given that the double pulse sent by Alice contains n € {0,1,2,...} photons.
® Whenderiving N, ; and Nph, Kato's inequality [1] is used. To represent the

statistical deviation term in this inequality, the following functions are used.

In these functions, positive real numbers are substituted into s and t,

while the probability is substituted into .

akg(s, t,€) =

216+/st(s —t)Ine — 48s%(ln €)%+ 272(s — 2t)\/—sz(ln €)[9t(s —t) — 2sIne€]
4(9s — 8lne)[9t(s —t) — 2sIn€]

(2.11)

\/18aK(s, t,€)%s — [16aK(s, t,€)2 + 24ag(s, t,e)Vn + 9s] Ine
32s

bk(s, t,€) = (2.12)
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a'k(s, t,€) =
—216+/st(s —t)Ine + 48s%(In €)%+ 272(s — Zt)\/—sz(ln €)[9t(s —t) — 2sIn€]
4(9s —8Ine)[9t(s — t) — 2s1n¢€]
(2.13)
J18aK(s, t,€)%s — [16aK(s, t,€)2 — 24ag(s,t,e)Vn + 95] Ine
b'k(s, t,€) = Nirs (2.14)

2.5.1 Explicit expression for N, ,
The lower bound N, ; on N, ; is given by

-1

N,, > (1+a1’zi)
== K VN

{[ Slft(1+aK ZN)+(bK—aK)\/_]+y[NS‘ft(1+aK )+(bK—aK)\/_]

+([ it [ N K(ZNSI&_1>]\/—] (blz 12)\/_} (2.15)

The explanations for each symbol appearing in this equation are as follows.

® 1, ¢ and y are defined using Egs. (2.9) and (2.10) as follows.

int int inty 1 2
1
SR L i 216
.“spso Ppo DPrvo Pso#s

-1
_uppsii poh pvin) 1
= int int int int 20 (2'17)
.Us Pso Ppo Prvo Pp,o

-1

U A
V= _< D 1r|1t + 1r|1t 1r|1t int — <0 (2'18)

#spso Pbo DPvo Pvo
® a and by® are defined using Egs. (2.11) and (2.12) as
€secrec €Zecrec . .
ag (N N, ZTY) and by (N N; 7, — y) ,  respectively, if

2

ag (N Niz, Ese”“y) > —*=. Similar to N§ift introduced below Eq. (2.5),
Ny, represents the expected value of N;, . Note that if

ax (N, le,ese;%) <- N, =0

® gy and by for we{S,D,V} are defined using Egs. (2.11)-(2.14) as
follows.

.. €2
a = ax <N, Nsift %) b¥ = by <N Nsift %) (2.19)
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for w € {S,V}, and
2
al = a'y <N,N5ift,%>, bR = b' (N NS@%). (2.120)

2.5.2 Explicit expression for Ny,

The upper bound on Ny, is given by
int

-1
N 1 2a§h>
h=|(1-
P VN pxpDu

int Error
2Ny'x
_—prD'O [N‘E§{°r—[b1‘2'x+ ag < —1>]V ] by - )VN}' (2.21)

Z [NErr°r<1+aK \/—>+(bDX_aKX)‘/_]

int ,int

poDllpV|0
The explanations for each symbol appearing in this equation are as follows.
® The probabilities p, and py are defined in Chapter 2.3.2.
®  The probabilities pjit, ppl; and pyj§ are defined by Eq. (2.10).
° aﬁh and bY" are defined using Egs. (2.13) and (2.14) as

(N Non ege;%) and b’K(N,IVph,Ege;%) ,  respectively if

(N Non Ese”“y) <g. Similarto N5 introduced below Eq. (2.5), Ny,

24
Esecrecy) > £
24 - 2

represents the expected value of Nyp. Note thatif a'k (N N
Nph = N

® a¥* and bP* for we{D,V} are defined using Egs. (2.11)-(2.14) as
follows.

€2 _ €2
al¥ = ay <N NEer, —Sechcy>, bR¥ = by <N, Npx " —Sezcjfcy>, (2.22)

€ €
aK,X = a'y <N NError’ Sezcjl-ecy>, bl‘é'X =p' <N NError’%>. (2.23)
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Chapter3 Security proof (Details of
the security proof for specialists of
QKD)

This chapter describes a rigorous security proof of the QKD protocol treated in the previ-
ous chapters. In the security proof, explanations by text are minimized. Instead, these are
all included in mathematical formulation. Hence, it requires numerous symbols throughout
the proof. These symbols are summarized in Chapter 3.1.

3.1

1.

Definitions of symbols

Projective operator

. Pauli Z operator

State

. State

. Pauli X operator

ox = P[l+)] = P[I-)]

. For an integer n greater than or equal to 1, a set

[n] == {i}ia

. For variables X1, ..., X;,

Xei=X1X5...X;.

. Schatten-1 norm for operator A

|A]] :=trV ATA

(3.1)

(3.2)

(3.3)

(3.4)

(3.5)

(3.6)

(3.7)

(3.8)
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9. The fidelity between two density operators (states) p and & is defined as

10.

1.

12.

F(p,6) = <tm/\/,§&\/ﬁ>2. (3.9)

Let

1 ifz=y

o(x,y) = 3.10
(@9) {0 otherwise ( )

be the Kronecker delta function that outputs 1 if the variables are equal, and 0 oth-

erwise.

As a natural extension of §(z, y), we define a function that outputs 1 if z; = y; holds

for all 7 in two n-variables x4, ...,z, and y1,...,y,, and 0 otherwise:
1 if ; =y, forall:
(X1, T2y ooy T Y1, Y2, vy Yn) = _y (3.11)
0 otherwise.
Let
0 z=0
h(z) = —zlogyz — (1 —xz)logy(1 —z) 0<z<1/2 (3.12)
1 x>1/2

be an increasing function of = with =z > 0. h(x) is identical to the binary entropy
function for 0 < x < 1/2.

We assign the following symbols to refer to physical systems appearing in the quan-
tum communication flowchart Fig. 2.3 and the information exchanging and process-
ing flowchart Fig. 2.4. These symbols are used in Chapters 3.2.1-3.2.6 to mathe-
matically describe the procedures in these flowcharts.

Afigl: system of the first pulse in the double-pulse that Alice sends in the ith trans-
mission

Afig2: system of the second pulse in the double-pulse that Alice sends in the ith
transmission

A%9: composite system of systems A% and A9

Asig- entire system of all the double-pulses emitted by Alice

ACR . system that stores the intensity, basis, and bit value information of the double-
pulse that Alice sends in the ith transmission '

Aij: system that stores the intensity, basis, and bit value information of the double-
pulses that Alice sends in the jth block 2

OZAB: Alice’s system that stores the information about Bob’s ith measurement out-
come

"Note that “CR” stands for “classical register”, which contains Alice’s information about the emitted state.
*Note that AS is a composite system of AFR’s consisting only of the ones related to the jth block.
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ch: Alice’s system that stores the information about Bob’s measurement outcomes
regarding the jth block 3

B¥9: system of the ith optical pulse received by Bob

Bgif: system of the jth block received by Bob, which is a composite system of
sig sig sig
B(j_l)M+1,B(j_1)M+2,...,BjM.

BER: Bob’s system that stores the measurement basis and measurement outcome
of the ith received optical pulse

ngR: Bob'’s system that stores the measurement basis and measurement outcome
of the optical pulses in the jth block *

CZ.BA: Bob’s system that stores the information about Alice’s ith emitted state

ngf‘: Bob’s system that stores the information about Alice’s emitted states for the
jth block °

E: Eve’s system

CZ.EA: Eve's system that stores the information about the ith emitted state that Alice
has disclosed

CEA Eve’s system that stores the information about Alice’s emitted states for the
jth block

CFB: Eve's system that stores the information about the ith measurement outcome
that Bob has disclosed

CEB Eve’s system that stores the information about the measurement outcomes of
the jth block that Bob has disclosed

We assign the following symbols to physical systems appearing in the key genera-
tion flowchart Fig. 2.5. These symbols are used in Chapter 3.2.7 to mathematically
describe the procedures in this flowchart.

Acgr: composite system of AR, ASR . ASR
Ca,: composite system of C{'#, C3'2, ... CiP
Bcr: composite system of BER, BSR .. BSR
Cp,: composite system of C4, C24, ... CRA
Agir: system that stores Alice’s sifted key
Bgit: system that stores Bob’s sifted key

Cpa: System that stores the information of the random number that identifies the
dual universal2 hash function in the key generation flowchart Fig. 2.5. This system
is held by Alice, Bob and Eve.

Cgec: System that stores the public information exchanged between Alice and Bob
for bit error correction. This system is held by Alice, Bob and Eve.

3Note that C B is a composite system of C B’s consisting only of the ones related to the jth block.
“Note that BS is a composite system of BCR s consisting only of the ones related to the jth block.
®Note that C A is a composite system of OBA s consisting only of the ones related to the jth block.
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CHash: System that stores the hash value of Alice’s sifted key for verifying the suc-
cess or failure of bit error correction. This system is held by Alice, Bob and Eve.

Buash: Bob’s system that stores the hash value of Bob’s reconciled key (corrected
bit string) for verifying the success or failure of bit error correction. This system is
held by Alice, Bob and Eve.

Ck‘é;gth: System that stores the information of the length of the secret key®. This

system is held by Alice, Bob and Eve.

Cliasy: Immediately before the “end” in the key generation flowchart Fig. 2.5, there
is a procedure called “Obtain 0-bit string as the QKD key.”. This system ¢C}eneh

Judge
holds the information on whether this procedure is executed or not. This system is

held by Alice, Bob and Eve.

CHashResult: - System that stores information on whether the hash value of Alice’s
sifted key matches the hash value of Bob’s reconciled key. This system is held by
Alice, Bob and Eve.

14. In defining a completely positive map &£, we use the following notations for simplicity.
Let L(H 4) denote a set of linear operators on the Hilbert space # 4, which is another
way of expressing system A. Let a notation

E:A—B (3.13)
denote a domain and a codomain of a map
E:L(Ha) — L(HBp). (3.14)
Let p be a positive operator in L(H4 ® Hc). Let the notation
£(p) (3.15)

denote
E®1c(p), (3.16)

where 1¢ is the identity map on L(#¢).

3.2 Mathematical description of the QKD protocol

In this chapter, we mathematically describe the QKD protocol introduced in Chapter 2.4.

3.2.1 Alice’s transmission in the quantum communication flowchart

From the perfect state-preparation and phase randomization assumptions in Chapter 2.2,
the state of the double-pulse that Alice sends in the ith transmission is written as

. 1 2r .
Mwwmwz%lfwm%wummyWumm@w (3.17)

®Note that this corresponds to the QKD key as described in Chapters 1 and 2.
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with

i o (eie\/ﬁ)k
€ /) = e /kazomm (3.18)

The former state is equivalent to the classical mixture of the photon number states in the
double-pulse due to phase randomization, that is,

oo
/A)(eai,ocia Mwi)A§iQ = Z Nni[)(eai,aia Mwi)A§iQ an (319)

n;=0

with N, being the projection to n-photon subspace as
Ny =Y Plln—k) o |k) jsu2]. (3.20)
k=0

Here, the ket vectors on the right-hand sides of Egs. (3.18) and (3.20) represent the pho-
ton number states of a single-mode light, as specified in the perfect state-preparation
assumption in Chapter 2.2.

From the ideal random number assumption in Chapter 2.2, w € {S,D,V},a € {Z, X },
and a € {0,1} are chosen with the prescribed probability distributions p,,, p., and p,,
respectively. By taking the average over & := wjws..wn,d = aias...ay, and @ :=
aias...apn, Alice’s entire emitted state is described as

N
/A)imACR:Asig = ®ﬁin,ACR,As.ig
i=1

N
=Q > > D PubupaPllwiai,a) e

i=1 w;e{S,D,V} 0;€{Z,X} a;€{0,1}

® Z Nniﬁ(eai,aﬂuwi)A?igNni' (3.21)
n; =0

3.2.2 Eavesdropper’s operation in the quantum communication flowchart

From the no side channel assumption in Chapter 2.2, we can assume that Eve sends op-
tical pulses to Bob without loss of generality. As defined in Item 12 in Chapter 3.1, system
of the ith pulse (jth block) received by Bob is denoted by B;* (qu'f’ with j € {1, ..., Npjock })-
From the no side channel assumption in Chapter 2.2, in constructing Eve’s operation, we
consider the most general scenario in which Bob receives pulses after Alice sends all
the optical pulses (system Agg) in Eq. (3.21). We do not lose generality here because
the order in which Alice’s and Bob’s operators are applied does not affect the result, with
Alice’s and Bob’s composite system being a tensor product of each system. Note that
this scenario encompasses the actual situation where Eve has simultaneous access to
only a subset of all the optical pulses. Consequently, our analysis never underestimates
Eve’s eavesdropping capability. Hence, Eve’s quantum operation of outputting the state
of Bob’s system BY? (we denote this operation as EjE:l) can be written as the following

s
CPTP (completely-plositive trace preserving) map

€L, AggE — BY°E (3.22)
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by use of the notation in Chapter 3.1. '

Next, we consider Eve’s operation of outputting the state of Bob’s system Bg'f’ (j €
{2,--+, Npiock })- When Eve outputs this state, she can exploit the state of system E and
the information about the (j — 1)-th block announced by Alice and Bob, which is specified
by the information exchanging and processing flowchart Fig. 2.4 7.

Using the definitions of

G-1)M
cng_l = & (3.23)
i=(j—2)M+1
and
(G—1)M
ctr o= Q o (3.24)

i=(j—2)M+1

given in Chapter 3.1, Eve’s operation for outputting the state of system Bgiig with j €

{2, ..., Npiock } is written as the following CPTP map '
&f 1 ECEM CfP — BYPE. (3.25)

Finally, Eve can evolve her system using the information about the Ny octh block (the

final block) that Alice and Bob have disclosed. This CPTP map Eﬁbmkﬂ is described as

ENn 1 ECEE CEP S B (3.26)

Npiock > Nblock

We provide three remarks regarding the CPTP map 5jE introduced above.

1. Eq. (3.22): When Eve sends the state of the first block (system Bg'lg) to Bob, Eve can
utilize her system E and Agjg of Alice’s emitted state. This is because, as shown
in the flowchart Fig. 2.4, no information is disclosed by Alice and Bob until Bob
completes the measurement of the first block.

2. Eq. (3.25): When Eve sends the state of the jth block (system Bg'f) to Bob, Eve
can not only utilize system E but also the information about the blocks up to (j — 1)
that Alice and Bob have disclosed. This is because, as shown in the information
exchanging and processing flowchart Fig. 2.4, once the jth measurement is com-
pleted, Bob and then Alice disclose the information about the jth block.

3. Eq. (3.26): This equation describes the operation in which Eve evolves her system
using the information disclosed by Bob and Alice about the jth block. Since Bob’s
measurement has already been completed, the output of Eﬁbmkﬂ consists only of
Eve’s system.

3.2.3 Bob’s measurement in the quantum communication flowchart

In this chapter, we describe Bob’s measurement operator (see Fig. 3.1 for Bob’s mea-
surement setup).

"Note that when constructing Eve’s operation to output the state of system Bfg'f the information from up
to the (j — 2)-th block (which is stored in C{*...C5#* | Ci"...C5" ) is included in the input system E of her
operation.
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AaA

ig2 sig1
BiSIg Bi g

Figure 3.1: Bob’s measurement setup. The input states of systems B> and B¥¢” are first
split into long and short paths of the interferometer by the first beam splitter (BS1). When
system B9 (or BY'9%) passes through the long (or short) arm of the interferometer, it is
denoted as B-°"% (or BSMoM), After the state of system B-°"® undergoes phase modulation
by the phase shifter (PS), the two pulses in systems B-°"9 and BSh" interfere at the
second beam splitter (BS2). The output systems of BS2 are denoted by DY and D).

According to Bob’s procedures in the quantum communication flowchart Fig. 2.3, Bob’s
measurement for the ith received double pulse is described by the following CPTP map

gP . BY9(= BY9'B%9%) _, BOR ._ phasis ghit (3.27)

Here, the input is the state of system B9 [BY9" (B%9) denotes system of the input first
(second) pulse], which is generated by Eve through the CPTP map SJE givenin Egs. (3.22)

and (3.25). Meanwhile, the output of £7 is system BER, which is held by Bob and stores
the information of the ith measurement basis 3; € {Z, X} in system BPS and the ith
measurement outcome b; € {0, 1, No click} in system BP!.

To mathematically describe £7, the following CPTP maps and POVMs are introduced.

1. Let SGBS’JL denote a CPTP map of the beam splitter with transmittance cos? 6 acting
on state p;;, of systems J and L.

EBSIL(5 1) = e zk(a},kaL,HaJ,kaTLyk)ﬁJLefie (@l par wtasal ;) (3.28)

Here, dek and &TL . denote creation operators of the kth optical mode of systems .J
and L, and the sum of k is taken over all possible optical modes, including spatial
modes, frequency modes, and others.

2. Let £P°°° denotes a CPTP map corresponding to a quantum channel with transmit-
tance 7 acting on state pp of system B:

ERLF () i= oy (05 @ P [[vac))) (3.29)
Here, |vac) , denotes the vacuum state of system R.
3. Let 553"’ denote a CPTP map of a 6-phase shifter acting on state j; of system J:

£ () = P Tt p o O T sk (3.30)
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Note that the value of phase modulation when the basis § = Z (X) is chosen is
0y =7/2(0x =m).

. Let {Eletectort,B | paetectorl,. By denote a POVM of the threshold detector for system

B with dark count probability pyark:

pletectort. B _ (1 _ i) P[Ivac) 5], (3.31)
B P = Iy — (1 — paanc) P [Ivac) ). (3.32)

. Let {Edoiectorn B eetecion By denote the POVM of the threshold detector for system

B with dark count probability pgarx and the detection efficiency nget:

rdetector,B |__ cploss,Bf jdetector1, B
ECIick T 577det (ECIick ); (3.33)
rdetector,B |__ cploss,Bt fdetector1, B
ENocIick T gﬁdet (ENocIick ) (3.34)

. The POVM element corresponding to the click event on the threshold detector that
outputs bit 0 when Bob chooses the basis (3 is given by

500 B9 B9 — DYD} (3.35)
with
- <5f/L AL T SSVB?QZT) ° (3.36)
<5§:’Bbonm ® AL?hort) Ef/siBiLong’Bf horty o (F gﬁ:;iCtor’D? ® sz.l)'

From the assumption of identical performance of photon detectors in Chapter 2.2,
the POVM element corresponding to the click event on the threshold detector that
outputs bit 1 when Bob chooses the basis j is given by

Ag’ligg . BS9 B2 _, popl -
with
%5
- <gf;;SS’B?ig1T ; 5{);205873?@%) ° (3.38)
< EEBS’BZ'LOW “ f; isrm) 57?/84’ B-on9, ppShort o ng.? ® Egﬁiidor’ Dil).

From the ideal phase modulation assumption (receiver side) in Chapter 2.2, the
value of phase modulation when the basis § = Z (X) is chosen is §; = 7/2

(Ox = ).

Here, the action of these POVM elements on input state p sie1 sie2 is explained as
follows. First, the two input pulses experience a 50% loss due to the first beam
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sig1 sig2
splitter (BS1), which is represented by the map Sf}';SS’B" ® Ef}';SS’Bi . Next, for

system that passes through the long arm of the interferometer originated from Bfim,

Long
its phase is shifted by 03 by the phase shifter, represented by gg’:’Bi . Finally, the

two pulses of systems BShot BL" interfere at the second beam splitter (BS2), rep-

BS,BLo"9, pShort; L .
resented by the map £ ;" " ', resulting in a click event at the detector that

w/4
outputs the bit b, represented by the map EgﬁtciCtor’D g

The ‘No click events’ are the complements of Egs. (3.36) and (3.38), and their POVM
elements are written as

N

rNoclick T rClick
ERS* = I o © I s — EG'TE. (3.39)

7. The POVM {Egneas’ﬁ’i}b€{0717N0C,ick}, which corresponds to obtaining the measure-
ment outcome b with the measurement basis 3, is written as

| Eg»"fglg ngggg;kl + %Eg"lg*g Eg“g; be{0,1}
Ereashi . (3.40)
B By oie, b = Noclick.
Using the POVM {Egneas"e’i}be{QLNOC“Ck} in Eq. (3.40), Bob’s operation £7 in Eq. (3.27),
which acts on the state of system B}, is given by

&'B(ﬁBZ;ig) = Z pﬁp ‘ﬂ)Bgasis |b>B§“} trBf’imBjigz (EAZTeas,,B,i([)B?ig)) . (341)
Be{Z,X},b€{0,1,Noclick}

3.2.4 Bob’s information disclosure in the information exchanging and pro-
cessing flowchart

According to the information exchanging and processing flowchart Fig. 2.4, Bob announces
the information about the measurement outcomes for the jth block after completing the

measurement of this block through the classical channel. Bob’s operation Eg’p“b'ic is de-
scribed by the following CPTP map
B,public | HCR CR~Ep A
55]- : Bs" — Bg, CSJBCSJB, (3.42)

where system C?J_B is held by Eve, and system C?J_B is held by Alice. From the au-
thenticated classical channel assumption in Chapter 2.2, the information Bob announced
through the classical channel reaches Alice without being tampered with.

Hence, Efj’p“b"c can be written as
M
B,public B,public
&M= Q& (3.43)

i=(j—1)M+1
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with
|NOC|iCk>Bbit |B>Bbasis
= |Noclick) ot |3) goasis |8, Noclick, null) a5 |3, Noclick, null) 5
forp e {Z,X}
EPUPNC L1) o |B) poasis — [B) o |B) poass |8, Click, b) ¢ |8, click.b) 5, (3.44)

for 5= X,be€ {0,1}

|b>B§Jit |6>Bib33i3 — ’b>Bibit ’,B>B?asis ‘B, C”Ck, nUII>CAB |6, C”Ck7 nU“)CEB
for3=2,be{0,1}.

Here, |null) represents unique element of the trivial (zero-dimensional) Hilbert space.

3.2.5 Alice’s information disclosure in the information exchanging and pro-
cessing flowchart

According to the information exchanging and processing flowchart Fig. 2.4, Alice an-
nounces the information about the emitted states for the jth block, which is stored in
system ACR after she receives the information about the measurement outcomes for the
jth block (i < j < Npiock) from Bob. This operation is described by the CPTP map

gg.,publlc — ® 5A7publ|c7 (3.45)

i 3
i=(j—1)M+1

where

ghpublie . ACRCAE _y ASRCABCBACEA (3.46)
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Figure 3.2: The time evolution of the entire system of Alice, Bob and Eve up to the quan-
tum communication flowchart Fig. 2.3 and the information exchanging and processing
flowchart Fig. 2.4.

specifies the following CPTP map

r |w, Z, a) ser | Z, click, null) L4
= |w, Z, a) ger | Z, click, null) g |w, Z,null) &, |w, Z,null) 5,
forw e {S,D,V},a € {0,1}

\w,X, CL>A(;R |X, C|iCk, b>CAB
— ‘MX?@)AZ.CR | X, click, b) jap |w, X, a) 5 a |w, X, a) 54

forwe {S,D,V},a,be{0,1}
8547public .

|w, a, a}Ag;R |3, Noclick, nuII>CAB

— ‘w,a,a>A?R \B,Noclick,nuIZI>C_AB \null,null,nuII>CEA ]null,null,nuII)CBA
forwe{S,D,V},a,ﬁe{Z,)Z(},ae{O,l} Z Z

|lw, a, a>A$R |3, click, b>C;AB

— ‘w,a,a>A?R |8, click, b>CZAB [null, null, nuII)CiEA [null, null, nuII>Cf;A
forw e {S,D,V},a # B,a,b € {0,1}.

(3.47)

Here, system CfB is held by Alice, system CfA is held by Bob, and system CfA is held
by Eve.

3.2.6 Entire operation of Alice, Bob and Eve

In Fig. 3.2, we depict the time evolution of the entire system held by Alice, Bob and Eve,
as introduced in Chapters 3.2.1-3.2.5.
Below, we make three remarks on Fig. 3.2.

1. Eve’s operations £, £F (j € {2, ..., Noiock}) @nd €x___ ., are defined by Egs. (3.22),
(3.25) and (3.26), respectively.



42

2. Bob’s measurement operation ESBj is

jM
g= Q & (3.48)
i=(j—1)M+1

with £P being defined by Eq. (3.27), and the output system of 55]?], is

JM
BR = @ B (3.49)
i=(j—-1)M+1

3. é’fj’p“b"" and Eg’p“b'ic are defined by Eqgs. (3.42) and (3.45), respectively. The input

and output system Aij of é‘g’p“b"c is defined by
iM
AR = Q) AR, (3.50)
i=(j—1)M+1
and output systems ngA and C@A of Sglj’p“b"c are respectively defined by
iM
05; = & o (3.51)
i=(j—1)M+1
iM
Cor= @ o/ (3.52)
i=(j—1)M+1

System C:;‘]_B is included as an input to Alice’s operation Eﬁj’p”b"c. This is because
Bob discloses the information of the jth block after the measurement of the jth block
is completed.

Using the CPTP maps introduced so far and Eq. (3.21), state pqc of Alice’s system
AcrCa,, Bob’s system BcrCp,, and Eve’s system E immediately after completing the
quantum communication flowchart Fig. 2.3 and the information exchanging and process-
ing flowchart Fig. 2.4 is given by

~ _ eoE A,public B,public B E .
pPac = ng|ock+1 °© (SSNblock © SSNblock © ESNb,ock © ngIock) e
A,public B, public B E A,public B,public B EN/ A
(832 © 85'2 ° SSQ o 82 ) © ( S1 © ESI ° gSI © gl )(pln,ACR,Asig)‘ (353)

3.2.7 Operation of key generation in the key generation flowchart

The key generation flowchart Fig. 2.5 consists of four steps, and we will describe each
step mathematically.
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Alice’s and Bob’s Step 1

The operation performed by Alice and Bob at Step 1 is described by the CPTP map
£ AcrCa, BorC, — AsittBsit ey Crides - (3.54)

This CPTP map can be written by using the Kraus operators

acting on state pacrc,, BorCs, Of Systems AcrCa, BerCi, @s

sift / » _
3 (pACRCAB BerCBy )= Z
Ge{S,D,V}VN w'e{S,D,V,null}N ac{Z, X}V o' e{Z,X,null}N ,a’€{0,1,null} ¥

B,8'e{Z XN ije{Noclick,click} N b €{0,1,null} N

F-sift A
G aa ad f.5 b | PARCARBerCE,
ac{0,1}~ ,be{0,1,Noclick} N
> S ddad BT | (3.55)

@e{0,1}",be{0,1,Noclick} v

In this CPTP map, we take the sum over all the information stored in systems Acr, C4,,, Bcr
and Cp,. To write the Kraus operators explicitly, we introduce the following functions:

1. Let f(b) be the function that takes b as input and outputs N elements, each of
which can be either “Noclick” or “click”. The ith element of the output is “Noclick” if
b; =Noclick, and it takes “click” if b; € {0, 1}.

2. Let g(5,b) be the function that takes 5 and b as inputs and outputs N elements,
each of which can be either 0, 1 or null. The ith element of the outputis b; if 3, = X
and b; € {0,1}, and it takes null otherwise.

3. Let t(w, a a B’ 7, b/) be the function that takes &, @ a,ﬁ i and v as inputs and
outputs «’, o’ and o, with the ith element defined by Eq. (3.47).

4. Let fJLf(;‘g;h be the function that takes 1 if Nt — Npa — Nec — Nyerity > 0 and takes

0 if Nsitt — Npa — Nec — Nyerity < 0.
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Using these functions, the Kraus operators can be expressed as follows:

Length

® | Nsist — Npa — Nec — Nverify>CkLeyngth | fsoage (NVsit = Nea — Nec — Nerity)) (Length
€. Judge

+[1-6(8.5) 0 (7.5®) 8 (0,9(3.5)) 8 (7, & (@, 3,38, 3,7.) )|

|07 nu”>ASiﬂ <(Ij, 0_27 J‘ACR <ﬂ,7 :177 b/|CAB
® |0, nu||>BSm <ﬁ, b’BCR <w’, CW} a,|CBA ® ‘O>Ct:;gth |0>CLength . (356)

Judge

Here, k4 := (ai)ics, @and kp := (b;)ics,, are Alice’s and Bob’s sifted keys, respec-
tively, with Sgi defined in the key generation flowchart Fig. 2.5. Npa is related to the
amount of privacy amplification Ngc + Nyerity + Npa. Npa is determined by the observ-

ables ({ NF"¢"}., and {N§™"},,) as shown in Chapter 2.5.

Alice’s and Bob’s Step 2

For state £ (jqc) after Step 1, the operation performed by Alice and Bob at Step 2 is
described by the CPTP map 8

EEC  Im(es™) — AsmBsiftcECijgg;“c,ﬁ:;g‘“. (3.57)

This CPTP map can be written using the Kraus operators
{K]Efgﬁ,kA,kB }NsiftakAJcB

Length O Systems Agix BsiftCLength as

acting on state p A Judge

sit Bsift CJudge

N
S Y R
¢ (pAS‘ﬂBS”‘CJLEggéh) N KNSiftvakapAsiﬂBsiftC\IJ_SggéhKNsiftva7kB (3.58)
Nsitt=0 k 4 ke g €{0,1} Vsitt

with
KRS kakn = PUNsits ka) 4] © | foyna(Nsit, Nec, ka)) g, ©
| Nsitt: ks @ fec © fsyna(Nsitts Nec. ka)) (Nsitts ks g, @ P[I1) renan]

Judge

+ 10, null) (Nsitt, kal 4, ® [null) o ® |0, null) (Nsit, k|, @ p“0>CLength]. (3.59)

Judge

Here, fsynd represents the syndrome information of Ng¢ bits based on a linear code, and
fec represents the function that inputs the syndrome information fsyng sent from Alice
and outputs Ngi bits, where each bit is 1 if Bob finds a bit error in kg and 0 if he finds
no bit error in kg. Note that as specified in the assumption regarding the syndrome for
linear codes in Chapter 2.1, we require that fgc always outputs an error vector with unit
probability.

8Note that Im(£5™) represents the image of map Egi.
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Alice’s and Bob’s Step 3

For state £5C o £51( 5o ) after Step 2, the operation performed by Alice and Bob at Step 3
is described by the CPTP map
Sverify . Im(SEC o gsift) N AsiﬂBsiﬂCEaShCgaShReSUItCECstggéhC}Iz:;gth. (3.60)

This CPTP map can be written by using the Kraus operators

~-verify
{Krhash verifys Nsift: K A,k B }Thash verify Nsift: KA,k B
acting on state Lengin OF Systems Agig BsiC-"" as
AsinBsiC yogge sift-Zsift’™ Judge
LT TP S S
Asitt Bsit C' Jfgge Brash 9Nhash verify
Thash verifye{oal}NhaSh verify
N
F-verify ~ -verifyt
Z Z KThash verify, Nsift,k 4,k B pAsiftBsiﬂCL'fggéh Krhash verify, Nsitt:k 4,k B (3.61)

Nsitt=0 k 4 ke g €{0,1} Vsift
with

~-verify L
Thash verifyaNsift»kAka :

P [’Nsifta k) 4 [ Nsitt, ks @ fec © foynd(Nsits Nec, k’A)>BsiJ
® |Thash verify s H(Nsifta Nverifya kA» Thash verify))cziash
® |H (Nsifta Nverifya kp @ fec o fsynd(Nsifta Nec, kA), Thash verify)>

BHash

)5 (H(Nsifta Nveriﬁ/a kA, Thash verify)a

HashResult
C
B

H (Nsifta Nverifya kp @ feco fsynd(Nsifta Nec, kA), Thash verify) > >

)5 (H(Nsiﬂa Nveriﬁu kA, Thash verify)a

H (Nsitt; Nverity, kB @ fec © feynd(Nsift, Nec, k4), Thash verify) ) > <1|oje§9‘h
udge
+ |0, null) (Nsig, ka4, @

|nU”>C§ash |nu”>BHa5h |nU”>CgashResult ® |0, nU"> <N5ift, kB|Bsift ® p[|0>CLength] (362)

Judge

Here, H is the universal2 hash function with an output of Nyify bits.

Alice’s and Bob’s Step 4

For state £verify o £EC o £sift(54¢) after Step 3, the operation performed by Alice and Bob
at Step 4 is described by the CPTP map

PA . verif EC sift Length ~Length ~Hash ~HashResult
EPA  Im(eve o £EC o € )%AsiﬁBsiﬁCKeyg CJudge chieshch CecCpa.  (3.63)
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This CPTP map can be written by using the Kraus operators

-PA
{ ThashPAstift,kA:kB,Nfin}rhaShPA>NSiﬂ7k’A»kaNﬁn

Length ~Length
Length ~Length of systems AsiftBSiftC °ng C eng

as
Key Judge Key Judge

acting on state p , A BanC
SI SI

EPA(A

pASmBSiﬂCLengthCLength )

Key Judge

ThashpA€{0,1} VhashPA Nsit=0 k4 ke pc{0,1} Vsift Nin=0

-PA FPAT

ThashPA; Nsit.k A,k B, Nfin pAsiﬁBSmC’kee;gth CJLfggéh ThashPAs Nsitt,k A & B , Niin

(3.64)

with

PA o
ThashPAs Nsift:K A,k B, Nfin * ™

|ThashPA) o, [Vfins fRA(Nsitts Niin: K, Thashpa)) (Nsift: kal 4, ®

| Niins fea (Nsitt, Niin, kB @ fec © foynd(Nsitt, Nec, k4), ThashPA ) )

(Nsitts kB @ fec © fsynd(Nsift, Nec, ka)l g @ P|1) sengtn | Nfin) tongtn]
sift CJudge CKey

+ [ThashPa) ¢y @ [0, NUIL) (Nsit, K al 4,
0, null) (Ngit, ks & fiec © fayna(Nsits Nec, ka)l 5 P([0) ctorain [ Nii) ] (3.65)

udge

Here, fpa is the surjective dual universal2 hash function with an output of N, := Ngix —
Npa — Nec — Nverify bits.

Eve can evolve her system E of poc, which is given by Eq. (3.53) and the rightmost £
in Fig. 3.2, using the information made public by Alice and Bob as described previously
in this chapter. This CPTP map of Eve’s is denoted by

gﬁna| : ECECC:Zg;gthC\Ij_jggéhCgaSthaShReSUItCPA S E. (3.66)

The final state ppa of systems Agq Bsi P2 after completing the QKD protocol can be repre-
sented by

ﬁPA — gfinal o EPA o gverify ° gEC o gsm(ﬁQC)- (367)

Note that £sift, £EC gverify gand £PA are defined by Egs. (3.55), (3.58), (3.61) and (3.64),
respectively.

3.3 Security definition

In this chapter, we describe the definition of the security in the QKD protocol.
For this, we first define the following CPTP map

gidealize . Asitt Bsitt — Asift Bsift, (3.68)

idealize / »
£ (pAsiftBsift)

N
L 1 - S -
= Z I Agn Bain (ENfinpAsiﬂBsiﬂ) ® 9N Z P[|Niin, a>Asiﬂ | Niin, a>BSm] (3.69)
Niin=0 ac{0,1} N
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that replaces Alice’s and Bob’s secret keys with ideal ones depending on the length Ny,
of the secret key®. Here, j A B dENOteEs the state of systems Ag;q B, and the projection
operator corresponding to the secret key length of Ny, is defined by

Engi= 3 P[INind)a,|- (3.70)
ae{0,1}Vin

Then, by using state ppa givenin Eq. (3.67), the ideal state of systems A Bsin F is defined
as

Pideal = £9%%° (ppp). (3.71)

For ppa in Eq. (3.67) and pigea in EQ. (3.71), if there exists ¢ (0 < € < 1) such that

L. .
S llPpA = pigealll < € (3.72)

holds, then the QKD protocol is defined to be e-secure. We call ¢ the security parameter
of the QKD protocol.

For this security parameter, the following Proposition 1 holds. To state this, we first
explain the useful relations for ppa and pigeal-

Expression for ppa
Let

Prpa(Nfn) = tr (ENﬁnﬁPA) (3.73)

be the probability distribution of the secret key length for gpp in Eq. (3.67). Then, jpa can
be rewritten as

N

- R . Eng ppaEn,
= Pr(Ng _ = N PAT N 3.74
PPA Nz;o r(Nfin) OPAINgs  PPA|Ng Pr(Nen) (3.74)
fin=
Also, let
Pr(ky, k[ Nin) == tr(P[|Nan, k) a_, [Niin, K33 5. | PAINgr) (3.75)

be the probability that Alice’s and Bob’s secret keys are k" € {0, 1} and &' € {0, 1}V,
respectively, when the secret key length is Nf,. Then, ppan;, can be written as

PPA| Nin

fi fi » fi fi ~
= Z Pr(kflln’ kén|Nﬁn)PHNﬁn’ kAn)Asift ’Nﬁn’ kén>Bsift] ® p§A|Nfin,kT7ksi§” (3.76)
ki ke {0,1} Min

f’E fin Lfin - (Ntin, kﬂln ’Asift (Niin, k? |Bsift éPAl]\_[fin | Niin, kflln>Asiﬂ | Nin k%n>B
PA|Nfin, k1 k5 Pr(k&n, k%n | Nfin)

st (3.77)

®Note that | Ntin, @) with Nin = 0 represents the unique element of the trivial (zero-dimensional) Hilbert
space.
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Here, we used the fact that Alice and Bob’s secret key lengths are always equal, which
can be seen from Step 4 of the key generation flowchart Fig. 2.5.
Finally, we define

ﬁéleﬁn = trBsiﬂ (ENfinﬁPA> /Pr(Nfin) (3.78)
as the actual state of Alice’s and Eve’s systems when the secret key length is Ng,.

Expression for pigeal
From the definition of pigeq in Eq. (3.71), this ideal state can be described as

Pideal
N tra. .. (En. p
1 ~ _, R A3|ftBsn‘t Niin PPA
= Z Pr(Nﬁn) Z 2Nfin PHNﬁn, a>ASiﬂ |Nﬁn, a>Bsiﬂ] X Pr((]\fﬁn> ) . (379)
Nin=0 @c{0,1}Vn
=Pideal| Ng,
We define
ap B (ENﬁnﬁidem) (3.60)
pideaI|Nﬁn T Pr(me) :
as the ideal state of Alice’s and Eve’s systems when the secret key length is Ng,.
Proposition 1. Decomposition of the security parameter
For the states ppa and pigeal introduced above, if
N . .
Z Pr(Nfin)Pr(kExn # kg]|Nfin) < €correct (3.81)
Niin=0
and
1 N
9 Z Pr(Nfin)HﬁéﬁNﬁn - ﬁﬁiwﬁn\l < €secrecy (3.82)
Niin=0

hO/d fOf €correct and Esecrecy (0 < €correct fsecrecy < 1), the SeCUflty pal’ametefe II‘I Eq (3. 72)
satisfies

€ = €correct T €secrecy- (3.83)

Here, ecorrect Is called the correctness parameter, and esecrecy IS called the secrecy param-
eter.

Proof of Proposition 1
We introduce the following state

0 ABE| Ny,

=X PO RN P Nin KT 1y Vi KD) ) © v iy (389)
kfzkn’k%ne{oJ}Nﬁn
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Employing Egs. (3.74), (3.76), (3.79), the strong convexity of the trace distance, and the
triangle inequality lead to

N
1. . ~ 1 . .

§||PPA — fideal|| < 5 Z Pr(Nfin)||opA|Ney — Pideal| N ||

Niin=0
N
1 . . .
<3 > Pr(Nan)(lloapsing, — Aidealivg Il + [10pANG, — 6 aBE N |- (3.85)
Niin=0

As for the first term of Eq. (3.85), direct calculation leads to
||6-ABEINg, — Pideall N |

D2 PrOKE K Non) Pl Nin, K gy [ Non K ) © P iy
ki ke {0,1} NMin

1 - 5 o R
- Z 2Nﬁn PHme, a’>Asiﬂ |Nﬁn7 a>Bsiﬂ] ® trASiﬂBsiﬂ [pPA‘Nfin]
@c{0,1}in
U

fi fi b fi fi ~E
Z Pl'(k‘An, kén‘Nfin)PHNfina k)ln>Asiﬁ |Nfin7 kj)&n>Bsiﬂ] ® pPA‘Nfinvk%ﬁg‘
KM ke {0,1}Vin

1 . . . A R
- > Ny LUNfn: @) 4 |1 Niin, @) ] © tagqign [ opajng, ] Ut

@c{0,1}fin

fin 7.fin ® fin B
Z Pr(kA kB |Nfin)P[|Nfin’ ka >Asiﬂ] ® pPA\Nﬁn,kfi{‘,k?g”
k‘tg],k,‘ﬁBnE{OJ_}Nﬁn

1 4 o N
- Z 9N P[| Nfin, a>Asiﬂ] ® M Agq By [pPA|Nﬁn]
@e{0,1}Vfin

trpg, I:[)PA|Nﬁn} L [ﬁidea”Nﬁn]

A AR
=||PpA|Ng, — Pideal| Ny, ||- (3.86)

The first equality is obtained by substituting the definitions in Egs. (3.84) and (3.79). The
second equality follows from the unitary-invariance property of the trace distance. The
third equality follows by setting the unitary operation as

f .

- Pl Nam, K1 4] N A (KT
- fins VA 7 Agig X, B’

Kfine{0,1}Vfin i=1

The fourth equality follows by the definitions in Egs. (3.76) and (3.79). Finally, the fifth
equality follows from Eqgs. (3.74) and (3.78).
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As for the second term of Eq. (3.85), direct calculation leads to

||PPAING, — TABE| N, ||

Z Pr(k%, &% Non)
Efin ke {0,1} N

(P[leim K age [ Nins K5 5] = Pl Nans KX 4y | Nin, kﬁxn>33m]> © PPA| Ny 40 10

fin 7 .fin
> Pr(ka’, kB | Nin)
Kfin fine 0,1} Nin :fin £ fin

(P[!Nﬁm K age [ Nins KB ] = Pl Nans k) gy [ Niins kﬁxn>33m]> © PPA| Ny 40 10

fin 7.fin 5 fin fin ~F
= > Pr(ka’, k' [ Niin) P[|Nin: K4") agq 1 Nins KB pyq] © P, i o
Kfin ke {0,131 Nin kD £ M0

- Z Pr(kﬁn’ kfén‘Nﬁn)PHNﬁn’ kln)f“siﬂ | Nfin, kf‘iln>Bsiﬂ] ® ﬁgA\Nfin,kﬁ/{]7k§i3n
KN kfine 0,13 Nin 0 £ fin
= > Pr(k%, K| Nin) + > Pr(k, K% Nan)
kfin ke {0,1} Vin:kfin £kl ki ke {0,1} Vin :kfin £k
=2Pr(kT # k| Nan). (3.87)

The first equality follows from Egs. (3.76) and (3.84). The third equality follows from
(I Ntiny K5 4 1 Niins K5 ) T N K | Ny KD ) = 0

for kfin £ £ The third equality follows by || X|| = tr(X) for X > 0.

sift

Substituting Egs. (3.86) and (3.87) to Eq. (3.85) results in

L. .

3 llPpa = pideall]

1N N . .
<5 > PrWVin)llPideaing, — PoaNg ||+ D Pr(Nm)Pr(kl # K Ne).  (3.88)
Nfin=0 N5in=0

From this inequality, we can see that the proposition holds.
Next, we state the following proposition regarding the correctness parameter ¢. defined
in Eqg. (3.81).

Proposition 2. Derivation of the correctness parameter
When ecorrect IS defined as

€correct 1= 27 Vvery, (3.89)

Eq. (3.81) holds. Recall that Ny represents the output bit length of the universal2 hash
function used to verify the identity of the reconciled keys appearing in Step 3 of the key
generation flowchart Fig. 2.5.
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Proof of Proposition 2

N
> Pr(Nan)Pr(E # k| Nin)
Nin=0
N
= > Pr(Nan)Pr(ky # k| Nyn) (3.90)
Nin=1
N
= Y Pr(Nen)Pr(kf # K, Hs = Hp|Npy) (3.91)
Npn=1
N
< ) Pr(Ng)Pr(ka # ki5°, Hy = Hp|Ngn) (3.92)
Nin=1
N
= ) Pr(Nen)Pr(ka # k5| Nin)Pr(Ha = Hp|Nin, ka # K5°) (3.93)
Nin=1
N
< Y Pr(Ngn)Pr(Ha = Hp|Npn, ka # ki) (3.94)
Nin=1
N
< Y Pr(Ngn)2 N (3.95)
Nin=1
S Q*Nverify' (396)

The reason why each equation holds is explained below.

3.4

The first equality follows by Pr(k # kN N, = 0) = 0.

The second equality comes from the fact that the length of the secret key is zero
when Alice’s and Bob’s hash values are different (namely, H, # Hg), which can be
seen from Alice’s Step 3 in the key generation flowchart Fig. 2.5. By contraposition,
we can conclude that if VNg, > 1, Hy = Hp holds. Therefore, we have Pr(kfj{‘ #*
K H 4 # Hp|Npn) = 0 for VNpn > 1.

Let k'S¢ be the reconciled key after bit error correction in the sifted key that appears
in Bob’s Step 2 of the key generation flowchart Fig. 2.5. Then, if k4 = k5°, Efin =
™ holds. By contraposition, we obtain Pr(kf" = kM [, = Hp|Ng,) < Pr(ka #
K'S°, Hy = Hp|Nysn), which implies the first inequality.

The third equality follows by Bayes’ theorem.
The second inequality is from Pr(k4 # k5¢|Nfn) < 1.
The third equality is satisfied by the definition of the universal2 hash function.

The fourth inequality follows because Y"§ _; Pr(Ngn) < 1.

Derivation of secrecy parameter

In this chapter, we derive the secrecy parameter esecrecy in EQ. (3.82). In doing so, when
we use results from existing literature, we not only provide the reference information but
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also explicitly indicate which proposition or part is being referenced. Furthermore, we
clearly present the proposition by adapting it to the notation used in this document.

This chapter is organized as follows. In Chapter 3.4.1, we rewrite Bob’s measurement
operator EZ-B in Eq. (3.27) using the squashing map to describe Bob’s measurement in
the virtual QKD protocol. In Chapter 3.4.2, we introduce the virtual QKD protocol cor-
responding to the actual QKD protocol described in Chapter 3.2. This virtual protocol is
constructed such that Eve cannot discriminate the virtual protocol from the actual one and
for any strategy Eve adopts, the probability distribution of Alice’s secret key is equivalent
to that of the actual protocol, as explained in Chapter 3.4.3. Based on the virtual protocol,
we calculate the trace distance in Eq. (3.82) in Chapter 3.4.4.

3.4.1 Representation of Bob’s measurement with squashing map

The CPTP map &P in Eq. (3.27) can be rewritten using the squashing map £53Uash ag
shown in proposition 3. Here, the squashing map is a CPTP map with the following prop-
erty. £399ah maps the state of system B9 to a qubit state if Bob’s measurement outcome
is not “No click”, and after applying £594ash performing a measurement in the Pauli Z- or
X-basis yields outcomes equivalent to those obtained by a measurement with £5.

Proposition 3. There exists a CPTP map

ESASN . [(H Lo6) — L(span{|0) gor , |1) gor }) & L(span{|Noclick) g }), (3.97)
and for any state p ,s Of system Bfig,
ng(ﬁBj'g)
= Z pﬂﬁ[\NocIick)B?n]PHmB?asis}tr (PHNOCIiCk>B?it]gsquaSh(ﬁBfig)>
pe{Z,X} (3.98)

: : Ir+ (~1)% )
> psPlb) g PlB) pesltr (WssquaS“(prig)>
be{0,1},8e{Z,X}

holds. Here, I, := P[|0)] + P[|1)] + 0P[|Noclick)], 6 := P[|0)] — P[|1)] + 0P[|Noclick)]
and &x :=|0) (1| + [1) (1] + 0P[|Noclick)]. The explicit form of the squashing map £534ash
is given in Eq. (3.137).

Proof of proposition 3

Squashing map for the POVM with ideal threshold detectors

We first construct the POVM {Elr:weam,671}1)6{071“%"“}’ which corresponds to obtaining
measurement outcome b € {0, 1, Noclick} with basis 5 € {Z, X} using ideal threshold
detectors. Here, an “ideal threshold detector” refers to a threshold detector with unit de-
tection efficiency and zero dark count probability. Then, we show that there exists a
squashing map for this POVM, derived from the known argument [3].

In the next chapter, we relate £"*>"7 to the actual POVM E"*®* defined in Eq. (3.40)

and construct the squashing map for £]"%#*7,
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Let {Egeabetector A fldealbetector. 4} denote the POVM of the ideal threshold detector for

system A:

peabetectond — piivac) ], Egearetedond — j, — Plvac) ,]. (3.99)
Let us consider a setup where a BS (beam splitter) and a PS (phase shifter) are placed
before two ideal threshold detectors, with systems BY9" and B as the input to this
setup. The POVM elements associated with detection by the detector corresponding to
bits 0 and 1 are given by

~ detect1 ,B,Bfig1

ECIiCk 3100
. Psz?imT T BS7B?Q1 73?92]‘ S IdeaIDetec:tor,Bfig1 A 3. )
= 595 ® IBsig2 671_/4 Click ® IBgigZ)

and
~ detect1,3, BS'9?
ECIiCk (3 o1 )
PS,BYt _ 2 BS,BSY" BS9%; o ~ IdealDetector, B9 .

= <596 ® IB?igz Eﬂ/4 (IB:?ig1 @ Eojick ),

respectively. Also, the POVM elements associated with no detection by the detector,
corresponding to bit b € {0, 1} are denoted by

~ detect1,3,B59° A . . detect1,3, BS
Enodiek " = B’ ® IBfigz — Ecjick R (3.102)

Using Egs. (3.100)-(3.102), the POVM element £{"°*"#" associated with obtaining mea-
surement outcome b € {0, 1, Noclick} is given by

F;-meas1,5,i

E
jdetect?, .85 detectt, 5,559 | 1 detectt, 559" pdetectl 5.5
- Edet(—zctLB,BfIg1 ~detect1,3,B59 | ~detect1,3,B%9" ~detect1,s, B9 b1 )
: Noclick ~*Click _, " 27 Click Click =
~detect1,8,B5°" ~detect1,8,B5" B .
ENoclick Noclick b = Noclick.
From this definition, { 51?154} ;| satisfies
5changeT(Elr)‘neas1,Z,z) _ Elr)'neastx,z (3.104)
and A '
gchangeT ° gchangeT(EzneasL,B,Z) _ E;n_e:stﬁ,z (3.105)
forge {Z,X}and b€ {0,1}, where
Ps,B"
gonense .= £ 27 @ I s, (3.106)

Let ﬁ%h"t"”’i denote a projection onto the subspace where the kth optical mode has n,
photons:

TN = S P ([ o [ ) ] (3.107)

m,0<my<ny
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where |n) is a state that the kth mode has m; photons.
Then, consider that

BS, B¢ psio? Ps,BSOT ~ photon,i , fmeas1,7,i ~meas1,Z,i\ fyphoton,:
e o (€20 ® I psioz (H?z (B = EYSOOI 72)

I —7/2
(3.108)
BS,B9" B9 ps,B -
:572 o BT o E_K/Ql ® IB;igz
ﬁPhOton,i Edetecﬂ ,B,Bfim Adetect1,ﬁ,Bfi92 B Adetecﬂ,,B,Bfim E_JdetectLﬁ,Bfig2 ﬂphoton,i
7 Click Noclick Noclick Click n
(3.109)

__fyphoton,i
_Hﬁ

BS, B9 B} PS,BYT - ~ detect1,8,B59" | .BS, B9 BE9? PSB!
{51 S ® I sz (Eciick )f‘flg o€ 1 © 1 o2

~ detect1, 3, BS'92

(ENOC"CK )

BS, B9 BS'%%; pPs,BS' o ~detect1,3,B59" | _BS, B B¢ pPs,BS9 o
—€ o €5 ®Ipse | (Enocick L o\ @lpgse
~ detect1 ,ﬂ,Bfigz

(ECIiCk )

}Hgmm”ﬂ (3.110)
_lﬁlphoton,i EA,IdeaIDetector,Bfig1 AldeaIDetector,Bfigz AldeaIDetector,Bfim AIdeaIDetector,Bfig2 ﬂphoton,i
R Click Noclick ~ ““Noclick Click 7

(3.111)
=P Uﬁ>B§ig1 ’V30>B§i92:| - P [‘VaC>Bfig1 ‘ﬁ)B?iQZ] . (3.112)

The first equation follows from Eq. (3.103). The second equation follows from the commu-

N . sig1 5sig2 R . sig1t sig1 »sig2
tativity of [[IPoon gBS- P B [Hg“°‘°”ﬂ,5fi’/§i | = 0 and the fact that €257 #i 1
4 4
sig1
and Efi’f;" are unitary. The third equation follows by Eqgs. (3.100)-(3.102). The final

equation comes from Egs. (3.99) and (3.107).

, I Ps,BS9M
Equation (3.112) and the reversibility of £, ™
the operator

BS,BS9" Bsi9?y

and S_W/4

imply that the rank of
Hehotom(E(r]neasLZ,z i E;neasLZ,z)thotom
n n

is two. Furthermore, Egs. (3.104) and (3.105) imply that

~photon,i Ameas1,3,ivyphoton,i
{IE 7, LG Yeetoa). pe(z.x)

is C; symmetric (a cyclic group of order 4). Therefore, {I12'0°" peast.Aiphotoniy,

satisfies the precondition of Theorem 1 in [3]. It means that there exists a squashing map
Fy forany ii e {i | n, € N20, 7 +# (0110 satisfying

]:;l(&ﬂ) _ ﬂ%hoton,i(ngeasLﬁ,i B E“{neash,@,i)ﬂ%hoton,i' (3.113)

"Note that N=2° represents the set of non-negative integers.
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Here, N0 denotes the set of non-negative integers, and 0 is a vector that all elements
are zero, which satisfies |0) = |vac). By defining the operation Fsauash:

]_—squash ([))
=tr (ﬂghoton,zﬁ) P [‘NOC”Ck>Bpn] + Z fﬁ(ﬁghOton’iﬁﬁ%hOton’i)7 (3114)
7i£0,n, €N=0
it satisfies
Z pgtrB;imB;igz (E“lr;neastﬁ,iﬁ) P |:’,8>B?asis |b>B?it]

Be{Z,X},b{0,1,Noclick}
= Z p/gp”NOCIiCk>Bgit]p[|B>B$asis]tr (pHNOC|iCk>B$it]fsquaSh (ﬁB?ig))
pe{z,X}

- ; 1+ (-1)6 R
ST Pl el PUIB) et <(2)5 Fauash PB§i9)> |
bc{0,1},8c{Z,X}

(3.115)

Squashing map for the POVM with actual threshold detectors

We relate £"°%" % defined in Eq. (3.103) to the actual POVM E"*?>% defined in Eq. (3.40).
For this, let {E;‘Ct“a"l}be{0717Noc|ick} denote a POVM:

~actuali  pdetectort, B9 ~detector1, B9 1 detector1, B5’ ~ detector1, BS'% 3.116
E; = Egjick Noclick 5 Click Click (3.116)
~actual i ~ detector1, B59' ~ detector1,B592 1 -~ detector1,B59' ~ detector1, BS192
Eq = Enoglick @ Pogiek "1 5 ik " ® Egjek ' (3.117)
~actuali  pdetector!, BY9' _ detector1, BS'%
ENdoick = ENodlick Noclick > (3.118)
where pletectort.B gng pdetector,5 500 gefined in Egs. (3.31) and (3.32), respectively, and
Y ne 5 Noclick Click as. (o -92), Tesp Ys
ET®5" can be written as
b

. ig1 sig2
smeas pi _ [ opLoss,BS't _ ploss,BY9%
B, = <g1/2 ® & /2 ©

<5PS,Bfig1T ® i .2) o EBS,Bfim,Bfing o <5pLoss,Bfig1T ® 5pLoss,Bfi92T> (Eactual,i)
0 B :

3 /4 Tdet Tdet b
(3.119)
Also, the POVM element E,’)“ea“’ﬂ’z, defined in Eq. (3.103), is rewritten as
~meas1,8,i Ps,BY9"t - BS,BY",B5% ideal i
E, B _ <5’9£ ® IBgigz o 57r/4 T(Eb ‘) (3.120)
. Sideal,s .
with a POVM {E,™" },c 0,1, Noclick} -
Eideam’ o EA‘IdeaIDetector,Bfig1 AldeaIDetector,Bfigz 1 AldeaIDetector,Bfim AldeaIDetector,BfiQZ
0 *— Click Noclick 5 Click Click ’
(3.121)
rideali AldeaIDetector,Bfim ~IdealDetector, 3592 1 AldeaIDetector,Bfim AldeaIDetector,Bfigz
El T ENOCliCk ECIiCk §EC|iCk ® ECIiCk ’
(3.122)
~ideal,i ~ IdeaIDetector,Bfig1 ~ IdeaIDetector,Bfigz

ENodlick = ENodlick ® ENoglick : (3.123)
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From Egs. (3.116)-(3.118) and Egs. (3.121)-(3.123), £1%@"" and E2°“?" are related as

2
~actual,i Ddark\ pideal; | Pdark pideal,i D ~ideal i
fRevalt — <1 -5 ) Byt + SR B + (pdark = d;rk> ENociex b € {0,1}
(3.124)
factuali =(1- pdark)QEideal_,i ' (3.125)

Noclick Noclick
Substituting Egs. (3.124) and (3.125) into the right-hand side of Eq. (3. 119) and then

using Eq. (3.120), along with the fact that the loss map £5-°% B o gPtoss:bi B commutes

with the beam splitter and the phase shifter, gives the relationship between £{"**>” and

Elr)‘neasLB ) as

. ~ / . ~ / . 2 A ! 5
Elr)neas,ﬁ,z _ (1 _ pdark) Elr;neaS1 B i pdarkEmeas1 B,i i (pdark _ pdark) fmeast ,6,17 be{0,1}

2 2 bpl 9 Noclick
(3.126)
and
f~meas,B,i 2 f~meas1’,3,i
ENOC“CK t= (1 _pdark) ENoclick Zv (3127)
where
N , sig1 sig2 N .
Elr)neas1 Bii 55(';3333 T gg(lj-sssB T(E?easL,B,z)' (3.128)

For instance, Eq. (3.126) means that the POVM element £7'°?* that gives the outcome
b = 0 in the actual measurement is associated with the foIIowing process in a measure-
ment { £ 71, 0.1 Nocick) USINg ideal detectors:

- With probability 1 — 2, set b = 0 when the outcome b’ = 0 is obtained.

- With probability Pdat set b = 0 when the outcome ¥’ = 1 is obtained.

- With probability pdark, set b = 0 when the outcome & = Noclick is obtained.

The effect of the dark count probability pqark Can be described by the following CPTP
map on the state / after applying the squashing map to E"”e""":'1 Bt

gdark i Z Kdark i AKdark it (3.129)
k=1

with the Kraus operators being

fai _ Pd2ark (15 “0>B$n} 4P [y1>B?nD (3.130)

g = [P i 0) (1 — 1) (0] (3.131)

) 2
R g — pd;rk 10 (Noclick] i (3.132)
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) 2
RO [ park — 1% 11) (Noclick| (3.133)

K™ = (1 — pgan) P [\Noclick>3m.] . (3.134)

These Kraus operators are constructed from Egs. (3.126) and (3.127) and represent how
the outcome b € {0, 1, Noclick} obtained using the actual detector is generated after map-
ping to the qubit using the ideal detector. For example, when the measurement outcome
after mapping to the qubit with the ideal detector is ' = 0, 1, or Noclick, it is converted to
b = 0 with probabilities 1 — pgark/2, Pdark/2, and pgark —pgark/Z, respectively. These transi-
tions correspond to Eq. (3.130), the first term of Eq. (3.131), and Eq. (3.132), respectively.
From the definitions of these Kraus operators, we have

N

gdark,it <IBE’“+(_1)I)65> _ (1 B pdark) (IBgit + (—1)%’6) N Pdark (IBi?“ + (—1)b6916_6>

2 2 2 2 2
Piark | 7
+ <pdark — d;fk) P [|Noclick)3pn} (3.135)
and
gdarkif (15 [[Noclick>Ban — (1 — paanc) 2P [|Nocnck>Bm} . (3.136)
By setting £5auash ag
gsquash _ 5dark,i ° ]_—squash o <€deec:SS7B?g1T ® ngJ]dLgss,B:ing> 7 (3-137)
2 2
we have
> pﬁpHNOC”Ck)B?it]p[|ﬂ>BEa5is]tr (15[\Noclick>B?n]ESq“aSh(ﬁBfig))
pe{Z,X}
R R I+ (—1)%6 R
ST Pl PlI8) st (ﬂ”eswaswaf@)) (3.138)
be{0,1},8e{Z,X}

= Y psP(INoclick) geu] P[|3) goesss] (1 — Poark)*tr (Eﬁgjﬁjkﬁﬂpﬁig)
Be{Z.X} 1

+ 30 paPlIb) gl PlIB) poess] <1fpd;rk)tr<E£“eaS1 ﬂ»";sB§ig)
be{0,1},5¢{2,X}
A s Pdark o 1,85
£ pallb) I PI8) e Pt (BT )
be{0,1},8€{Z,X}

2
: : P : "By
+ Y paPlb) ] PlIB) poase] (pdark—d;fk) tr (Bt pyoo ) (3.139)
be{0,1},8€{2,X} '

_ T S ( fmess i ﬁBsig)) P [| B) poesi ]b>BEn} : (3.140)
Be{2,X},b€{0,1,Noclick} C '

The first equality comes from Egs. (3.115), (3.128), (3.135) and (3.136). The second
equality follows from Egs. (3.126) and (3.127).



58

The top equation shows the probability distribution obtained from the Pauli-3 measure-
ment on a single-qubit when b % Noclick after applying the squashing map £3943sh On the
other hand, the bottom equation is equal to €iB(ﬁB§ig) from Eq. (3.41). Equation (3.140)

implies the existence of a squashing map for the actual measurement POVM { £"%2%711,

incorporating the effect of the dark count, and therefore demonstrates Eq. (3.98) of The-
orem 3.

3.4.2 Virtual protocol

Alice performs Step 1a, and Bob performs Step 1bfori =1,2,..., N.

1. (a) Alice prepares systems AR, R; and A% in the following state

|\IJin,vir>A¢R’Ri7A$ig - Z Z Z DPa;Pw;Poy; ’wia (o788 ai>A?R

w;€{S,D,V} ;€{Z,X} a;€{0,1}

© > /PES s 173 Ry (Vi 00,.0,) (3.141)

n; =0

and sends state of system A9 to Bob. Here, trg, P[| Wi, vir)] is equal to
in Eq. (3.21),

in, AGRASS

pGS,, = Beemha (3.142)
denotes the probability that a double pulse sent by Alice containsn € {0, 1,2, ...}
photons when she selects the intensity label w € {S, D, V'}, and [y, g, ..) de-
notes the superposition state of the ith double pulse with a total photon number
of n;, namely,

= 1 /n\ ; ni—
00,0, ) 0 = D o <k>e'9awﬂ T g — k) s |k) ooz - (3.143)
1 k-zo 1 1

(b) Bob chooses the measurement basis 3; with probability ps, (5; € {Z, X}) and
stores this information in system BP2sS. Bob applies the squashing map £sauash
in Eq. (3.97) to system B} of the ith received pulse, and then performs the
projective measurement

{I g0t — P[|Noclick) gui], P[|Noclick) goi] } (3.144)

on system BP'. Additionally, if 3; = X, Bob measures the post-projected state
in the X basis and stores the measurement outcome in system BP!.
Mathematically, Bob’s measurement is described by the following CPTP map
acting on state j 5o of system B;':

gPV: BP9 — BOR = phesis phit (3.145)
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Figure 3.3: Alice’s operations of Step 3 in the virtual protocol to generate the secret key.

with

B,vir
E™

i (iéBin )

> pﬁiP[|ﬁi>BEasis]P[|Nocnck>Bgn]5sq“ash(ﬁBiig)PnNocncmBgn]
ﬁze{zvx}

+ Z pIBZZXPHﬁZ = X>B§asis]

be{0,1}

(ijit + (=16

2

X gsquash (/5

+ pﬁz:ZPHﬁz = Z>B?a5is]
(Lot — P{INOClic) 1]} €39 (5,6 ) (I g — P{INOClick) o]

(3.146)

prit + (—1)%6x
B) 3

2. Alice and Bob execute the procedures specified in the information exchanging and
processing flowchart. Specifically, Alice and Bob each perform the CPTP maps
Sﬁj’p“b"c in Eq. (3.45) and Eg’p“b"c in Eq. (3.43) for each of the jth blocks.

3.

Alice and Bob perform Steps 3 and 4, respectively. Their procedures in Steps 3 and
4 are illustrated in Figs. 3.3 and 3.4, respectively.

(a) Alice performs Step 1 of the key generation flowchart and obtains her sifted
key in system Agj consisting of Ngj qubits.

At this point, the information regarding whether the secret key length is positive
or not is stored in system C}20%", and this information is sent to Bob via a
classical channel. Since Alice aborts the protocol if the secret key length is not
positive, below we will only describe the steps when the secret key length is
positive.
(b) Alice applies the unitary operation 0Synd(ésynd) to system Agx; this unitary op-
eration is constructed from the N x Ngir invertible binary matrix ésynd, defined
by the parity check matrix Csynq employed for bit error correction in Step 2 of the
key generation flowchart. Alice then measures the first Ngc qubits of Agj in the
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Figure 3.4: Bob’s operations of Step 4 in the virtual protocol.

Z basis and sends the measurement outcome to Bob via a classical channel.
The unitary operation Usyng(Csynd), Which will be defined in Eq. (3.155), is con-
structed such that the Z basis measurement outcome is equal to the syndrome
information Isyng in Step 2 of the key generation flowchart. Alice applies the
unitary operation U;fynd(@synd) to system Ag.

(c) Alice chooses a random number 7451 verify that determines the surjective uni-
versal2 hash function. Alice applies the unitary operation Uyerity (Cyerity) tO SYs-
tem Aggs; this unitary operation is constructed from the Ngq x Ngi invertible
binary matrix éverify, defined by the surjective universal2 hash function Cyeriry
used in Step 3 of the key generation flowchart. Alice then measures the first
Nyerity qubits of Ags; in the Z basis. The unitary operation Uverify(éverify), which
will be defined in Eq. (3.164), is constructed such that the Z basis measure-
ment outcome is equal to the hash value H,4 in Step 3 of the key generation
flowchart. Alice applies the unitary operation Ujerify(éverify) to system Agis.

Alice sends the information Inasn := (7hash verify, [{4) t0 Bob via a classical

channel. According to the information sent by Bob in Step 4c, Alice either

aborts the protocol or continues, depending on whether H4, = Hp. Below, we
will only describe the steps when Alice does not abort the protocol.

(d) Alice chooses a random number rshpa that determines the surjective dual
universal2 hash function. Alice sends rnashpa t0 Bob via a classical channel.
Alice applies the unitary operation UpA(@pA) to system Ag; this unitary opera-
tion is constructed from the N x Ngi invertible binary matrix Cpa, defined by
the surjective dual universal2 hash function Cpa used in Step 4 of the key gen-
eration flowchart. Alice then measures the first Ngi — Ny, qubits of system Ag;g
in the X basis and obtains the measurement outcome 77A € {+, —} Nsit=Nin,

(e) Alice performs the bit-flip operation Uy in the X basis to Ag, which is defined
by 777 (to be sent from Bob at Step 4d) and z7A.

(f) Alice measures Agjf in the Z basis to obtain the QKD key.
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4. (a) Bob performs Step 1 of the key generation flowchart and obtains his sifted
key in system Bg consisting of Ng qubits. Bob receives the information of
whether the secret key length is positive or not, which is determined by Alice in
Step 3a. Since Bob aborts the protocol if the secret key length is not positive,
below we will only describe the steps when the secret key length is positive.

(b) After receiving the syndrome information Isynq sent by Alice at Step 3b, Bob
applies the unitary operation UEC to system Bg;is, which corresponds to the bit
error correction operation defined by Isynq, and obtains the corrected bit string.

(c) Using the information I55h sent by Alice at Step 3c, Bob applies the unitary op-
eration Uverify(éverify) to system Bg; this unitary operation is constructed from
the Nt X Ngig invertible binary matrix éverify, defined by the surjective univer-
sal2 hash function Cyeif, used in Step 3 of the key generation flowchart. Bob
then measures the first V,riry qubits of system Byt in the Z basis and obtains
the measurement outcome. The unitary operation Uverify((?verify), which will be
defined in Eq. (3.164), is constructed such that the Z-basis measurement out-
come is equal to the hash value H g in Step 3. Bob applies the unitary operation
Ujerify(éverify) to system Bg;st. Bob compares the hash value H 4 sent from Alice

at Step 3c and Hp, and sends the one-bit information of whether H4 = Hg or

not to Alice via a classical channel. Since Bob aborts the protocol if H4 # Hp,
we will only describe the steps when Bob does not abort the protocol.

(d) After Bob receives the information of rnasnpa, BOb applies the unitary operation
UPA(épA) to system Bg; this unitary operation is constructed from the Ny x
Nsi invertible binary matrix Cpa, defined by the surjective dual universal2 hash
function Cpp used in Step 4 of the key generation flowchart. Bob then measures
Bgi in the X basis and obtains the measurement outcome 7%/ € {4, —}Vsit
and sends this information to Alice.

Below, we discuss each step of the above virtual protocol in detail.
Step 1a
If Alice measures system AZ-CR of the state given in Eq. (3.141), she obtains the outcomes
wi, o, a; With probability p.,,pa,pa,. The ith emitted state corresponding to the outcomes
Wi, 0, Q; is given by

trRZP

oo
Z pgi,ni |nl>R1 |¢ni,9ai,ai >As_ig]
K3

n;=0

M

CS A
p/—Lwi,niPHwni,eai’ai>A$ig]
0 i

ng

M

Nniﬁ(eaiaai ) Nwi)AS_ig an

n; =0
:ﬁ(eai,amuwi)Af_ig' (3147)

The second equality follows by Egs. (3.17), (3.20) and (3.143). The third equality comes
from Eq. (3.19). This equation implies that the actual emitted state, given the choice of
w;, a;, a;, can be obtained by Alice measuring system A?R and obtaining w;, a;, a; in the
virtual protocol.
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Step 1b

The difference of Bob’s measurements between the actual and virtual protocols is that in
the virtual protocol, the measurement outcome is not determined when a detection event
occurs with 5; = Z. This can be understood from Egs. (3.98) and (3.146).

Step 2

In the virtual protocol, the bit value detected in the Z basis is not determined, which dif-
fers from the actual protocol. However, in the information exchanging and processing
flowchart, the Z-basis bit values are never made public, so the operations in this flowchart
remain the same for both the virtual and actual protocols, even though the Z-basis values
are not determined in the virtual protocol. Therefore, the operations of Alice’s and Bob’s
information disclosure are the same as those in the actual protocol.

From the discussions so far, the state in the virtual protocol immediately before Steps 3
and 4 is written as

~ A,public B,public B vir E
o= ER o (&g 0 &Y’ 0 &Y’ 0---0
PQCvir Nblock +1 (€5 Nblock SNolock SNblock Nb'°°k)
A,public B,public B\vir E A,public B,public B\vir E
(Es, 0 &g T 0lg 08y ) o (Eg T 0 Eg T 0 Eg T 0 E)0

N
<® pH\I’in,vir>AcR7Ri’A$ig]> (3.148)

=1
with
. ']M .
g = Q&M (3.149)
i=(j—1)M+1

fOl'j S {1,2, "'7Nb|OCk}'

Steps 3a and 4a
The difference between the actual and virtual protocols is that in the virtual protocol, the
measurement outcome is not determined when a detection event occurs with 5; = 7.

Steps 3b and 4b
To mathematically describe Steps 3b-3d and Steps 4b-4d, let

N, (T)x) := Y, 2702 (=1)777 | Ngg, 2) (3.150)
2€{0,1}Vsitt

represent the eigenstate in the X-basis.

The parity check matrices employed for bit error correction in this step is denoted by
{Csynd}%sm:l, and the Ngc-bit syndrome information (where Ngc is determined by Ngit),
as defined immediately below Eq. (3.59), can be expressed as

Fsynd(Nsitt, Nec, ka) = kaCsynd. (3.151)

Here, classical information consisting of multiple elements, such as Alice’s sifted key k 4 of
Niirt bits, is regarded as a row vector, and the matrix Csyng is @ binary matrix of size Ng;s x
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Nec. Note that for a linear code, the column vectors of Cgyng are linearly independent,
which implies that the Ngc-bit syndrome information is mutually independent.

To make an invertible Ngist x Ngii matrix Csynd from Csyng, We add (Ngjix — Nec) linearly
independent columns to Csyng. Here, Csyng is described by Csynd as

Nec

0 INEC )
Coma = Copna < O(Ng—Nec) x Nec > }NSIfh (3:152)

where I is the Nec x Nec identity matrix, and 0y, — nge)x Neg 1S the (Nsit — Nec) X Nec

zero matrix. Although Ngc depends on Ngig, it is not written explicitly for simplicity of

notation. Then, the unitary operation that Alice applies to system Ag; at Step 3b is written
11

as

Usynd synd Z Z ‘Nsifh 5Csynd> <Nsiftv Z’Asm
Nsit=1 ze{0, 1}N3|ft

N
- Z Z ’Nsm’ ( (Csy#d) )X> <NSift7 (f)X‘ASm . (3155)

Nisit=1 ze{0,1}Vsitt

Here, as the matrix (fsynd is full rank, its inverse matrix Csyad exists, and ‘T’ represents the
transpose of a matrix.

Alice’s Z-basis measurement on the first Ngc qubits of system Agjs, after performing the
unitary operation Usyng, is characterized by the Kraus operators

RECur 3 @ne) o @ P [ Nsits @ 4] (3.156)

NsmyaNEC
56{66{0,1}Nsiﬁ |6SNEC :aNEC}

Here, dn.. € {0, 1}NEC represents the resulting Z-basis measurement outcome, which
corresponds to the syndrome information Isyng.
For state Es'ft(ﬁQCNir) immediately after Steps 3a and 4a, the operation performed by Alice
at Step 3b is described by the CPTP map

gECANiI’ . Im(gSiﬂ)

— AsiﬂBsiﬂCEchgg:,hC’:{Z;gth. (3.157)

"The proof of Eq. (3.155) is as follows.

o5 - - 1 zz o5
( Z | Nsitt, ZCsynd) <Nsiﬂ72> | Nsitt, (%) x) = Z m(*l) | Nsitt, ZCsynd) (3.153)
7e{0,1} Vit ze{0,1} Nsift B

Since
R S 5—1\T\ /=55 T S 5—1 T =5
77 = (#(Coma)") (Foyna)" = (7(Copn)”) + (FCoyna),

holds, by setting ' := E(fsynd, Eq. (3.153) is equal to

1 . o
> &=t “Com)" % | Ny, ) = [ Natt, (#(Coyia) ) x) - (3.154)
ze{0,1} Nsif
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This CPTP map acting on state /, _ ien Of systems AsiﬂCL‘fggéh

Judge

can be written as

_7 St Ay ECwiIr  p 5 N7 X 2
=2 2 UsnalComa)Kg G Uana(Cona) PlIT) ctaranl s ctoron P ctoao]
Nsig=1 ANgg €{0,1}Vec
At SECvi 5
Usynd (Csynd)K Nsif‘ﬁNEC Usynd (Csynd)

+ PH0>ijg§;h]/3Asiﬁ05§§§;hP[|O>05§§§;h] ® PHnU”>CEC].
Depending on the syndrome information ax.. sent by Alice at Step 3b, Bob applies the
following unitary operation to system By that corresponds to the bit error correction op-
eration:

~EC _pl= .
UNsianEcﬁNEc =P [’aNEC)CEc} ® H XB, Ny (3.158)
i€{i€[Nsit]| (fec(@ngg))i=1}
Here,
XB,Ngp,i = Z (=n)*"p [|Nsift7 (f)X>Bsiﬁ (3.159)
#{0,1}Vsif

represents the bit-flip operation in the Z-basis for the ith qubit of system Bg;s.
For state £ECAVI o €556 ir), the operation performed by Bob at Step 4b is described
by the CPTP map

gECB,vir . |m(5ECA,vir ° gsift)

— AsiftBsiftCEccﬂfggéhC,';Z;gth. (3.160)

This CPTP map acting on state j, . Lenan Of Systems BgitCecCe"I™M can be written as

CJudge JUdge
EC,B,vir/ »
€ ( BsiﬂCECC‘IJ_Eggg;h)
N

o ~EC 5 R A ~ECY
=2 2 UNgvecane Pl ciomnldp cpocoman PID ctoman Uny v

Nsit=0 g €{0,1}VEC

+ PHO)C‘IJ_Eggéh |nUII>CEC]sziﬂCECCj§ggéhP[’0>Cj§ggéh |nu”>CEC] . (3 1 61 )

Combining Egs. (3.158) and (3.161), Steps 3b and 4b are described by the following
CPTP map
gEC,ViI’ — gEC,B,Vir o (c;EC,A,ViI‘. (3162)

Steps 3c and 4c
For a surjective universal2 hash function Cyeiry, We choose an Ng;s x Nt invertible binary

matrix Cyerify Satisfying

Nye rify

5 In,..
Cverify = Lverify < 0 Nty N ) }Nsift, (3.163)
X WNverify

(Nsift - Nverify )
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where Iy, is the Nyerity X Nyerity identity matrix, and O, Nyg,) x Nyers, 1S the (Nsift —

Nyerity) % Nyerify zero matrix. Although Cyerry depends on N, Nyerity @nd Thash verify, it iS
not written explicitly for simplicity of notation. Then, the unitary operation that Alice and
Bob apply to their respective systems Ags and Bgj at Steps 3c and 4c is written as

Uverity (Cverity) = Z | Nsitt, ZCverity) (Nsitts 2] 4
7e{0,1} Vsift

® Z |Nsift7 ?éverify> <Nsift7 2/|Bsiﬂ

#/€{0,1} Vi

= > |Nsi (f(é\élrify)T)ﬂ (Nsitt, (Z) x| 4

Ze{0,1} Nsitt

®© > Nsity (& (Coarity) ) x) (Nsits () x| - (3.164)

#e{0,1} Vit

sift

The Kraus operators corresponding to the steps in Steps 3c and 4c, where Alice and Bob
each measure N,y qubits to obtain their hash values, and Bob obtains information about
whether his hash value matches Alice’s, are as follows:

Kverify,vir

Nsitts @ Nyerify 1O Nyerity

verify

-y >

- - N | = - - - L -
ae{as{0,1} Vsift |a§Nverify:anerify} be{be{0,1} Nsit |b§Nverify:vaenfy}

(5(6Nverify,5]vverify)15 “Nsiftaahsm} p [’Nsiﬂ?&BSm}

® |Thash verify 6N"efify>C:a$h |vaerify> ’1>CgashResult ® 1) <1’CLength

Judge

+ (1= 0(@Nyansy» DNgary)) 10, U (Nt @l 4 @ |0, null) (N, bl 5

Bhash

& ‘Thash verify C_iNverify>C;|ash ’vaerify>

Bhash Judge

’0>CgashResult ®10) <1’CLength>
+ P [[0,nully, [ @ P [10,null g, | @10, Ul e nuil) 5, 1001 e

® P [|o>CLengm} . (3.165)

Judge

Here, dn,., € {0, 1} Nverity (ENVerify € {0, 1}Merv) represents Alice’s (Bob’s) resulting Z-basis
measurement outcome, which corresponds to the hash value H4 (Hpg).

For state EECVIl o £5M(poc ir), the operation performed by Bob at Steps 3c and 4c is
described by the CPTP map

verify,vir . EC,vir sift Hash ~HashResult Length ~Length
gvenyvir. Im(& 0 &) — Agip B C1 " Cp CECCJudge CKey . (3.166)

Lengin OF Systems Agig BsnC-S"9" can be written

This CPTP map acting on state Judge

sift Bsift Cjydge



66

employing Egs. (3.164) and (3.165) as

gverify,vir N Lenath
( AsiﬂBsmCJl?gge )

N

v Y Y > >

Nsit=0 Thash verifye{oal}Nverify an 6{071}Nverify I_;N

verify verifye{o’l}']\fverify (3 1 67)
U\:rerify (éverify)f{ verlfyﬂ,wr e Uverify (éverify)

Nift ’anerlfy vaerlfy

verify viry
Longtn U Cuerify) IS ~
siftBsmCJjgge er|fy( venfy) Nsifts @ N gty

’ngerify Uveriw (éverify) .

Pa

The state of Alice’s, Bob’s, and Eve’s systems, immediately after completing error verifi-
cation, namely Steps 3c and 4c, is given by

ﬁverify,vir — gverify,Vir o gEC,vir o gSiﬂ(ﬁQC,vir)' (3.168)

Steps 3d, 3e and 4d
For a surjective dual universal2 hash function Cpa, we choose an Nt x Nyt invertible
binary matrix Cpa satisfying

Niin

Cpa = Cpa ( 0 L2 ) }Nsifta (3.169)
(Nsitt— Niin) X Nfin

where Iy, is the Ngn x Nfq identity matrix, and Oy, — ng,)x Vg, 1S the (Nsit — Nfin) X Niin

zero matrix. Although Cpa depends on N, Niin and Tnashea, it is not written explicitly for

simplicity of notation. Then, the unitary operation that Alice (Bob) applies to system Ag

(Bsift) at Step 3d (Step 4d) is written as

Upa(Cra) = Y |Neift, ZCra) (Nsits 21 a4 (Boe)
7e{0,1}Vsit

= Z | Nsitt, (f(CPA)T)X> (Nsitt, (7 )X|ASIft (Bs) * (3.170)

Fe{0,1}Vsift
For a vector d of length [, let d-; be
C_i>i = (ai+1,ai+2,-'- ,al). (3171)

For state £Yeyvir o ECVIN o gsift (505 i), the operation performed by Alice and Bob at
Steps 3d, 3e and 4d is described by the CPTP map

PA vir . verify,vir EC,vir sift Hash ~HashResult Length ~Length
& Im(EVeYVIn, £ 0 &) = A BsiC1 ' Cg CecClidge Ckey -

(3.172)

Note that the X -basis measurement outcomes 77" and 77/ obtained respectively in Steps 3d
and 3e are not included in the output of this CPTP map, and hence these pieces of in-
formation do not enter Eve’s CPTP input (hamely, Eve cannot access these pieces of
information). In the virtual protocol, we consider that Alice and Bob are in the same lo-
cation and can secretly share z7* and . The virtual protocol introduces additional
information that does not appear |n the actual protocol, but this information is not given to
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Eve when constructing the virtual protocol.

i ; ~ Length ~Length
The CPTP map EPAVIr acting on state of systems A Bsit C C
p g P Ags By CLenn chenath y sift Dsift Cey~ Cudge
can be written as
N
EPAVIN 5 Length ~Length ) 1= Z Z Z
(pAsiftBsiftCKZ;g Cﬁ;ge )
Nsitt: Nein=0:Nsitt> Nein 7A€ {0,1}Vsift = Nin 278 {0,1}Vsitt
PA4 vir PA3,vir PA2 vir PA1,vir/ ~
Ex '\ o0& o0& ™ En . 3.173
it Nfin Niitts Niin 733AA73?%A Niitts Niin 7£€;A73?%A Nit ( ASiﬂBSiﬁCIIZ:;gthC‘IJ_ESgéh ) ( )

Here, 5" is defined by

ERAT ,vir( 0 Length Length )
Niift AsiﬂBSmCK:;g CJlengge
: > U len)f
=~ U ® U P 1 Length ) Length LengthP Length
9 Nhashpa ( PA PA) H >CJudge ]pAsiﬂBSIﬂCKey CJudge H >CJudge ]
ThashpA€{0,1}VhashPA
U ® 0 T + P 0 Length D Length Lengthp 0 Length | . 3174
( PA PA) H >CJ§dge ]pASiftBSiﬂCKey CJudge H >CJudge ] ( )
PA2 vir PA1,vir / A
As for £ it is defined for the input 61 := &,/ " as
Nsmnyln:_‘PA:_'PA, p L Niitt ( ASiﬂBSiﬁCkZ;gthc\JLueg;;h)
PA2 vir ~
& A(01)

PA P
Nsiﬂ:NfinnyA g

I
M

P[|Nsits (2)x) ] | Pl Nsits (T5)x) )

FE{0,1} ST < Ny g =

P|me Length PHl) Length] [|].> Length] Hme> Length]
Key
P[|Nsitt, (B)x) ) | PllNsits (5 x) g,
:EE{O 1} sift:Z S sift— Nfin — _iA
p Length pHO> Length] (3175)
Jde udge
PA3 PA2,vi .
As for gNS.ﬂ,z\Gfr.n,*PA,*PA’ it is defined for the input 65 := & S|ﬁ7]\<;f:n7IAA7xPBA<O-1) as
PA3,vi A\ .77 =PA ~ .
NoacNn 8.5 (72) U2 T TP i 02 PI1L) g U (70 75!
+P[|0) engin]62P[|0) engin] (3.176)
Judge Judge

Here, the unitary operation UZ(xA ,f%”‘) which depends on Alice’s and Bob’s X-basis
measurement outcomes (777, #71), is performed by Alice at Step 3e to correct phase er-
rors in the Z-basis. This implies that this unitary operation is composed of a tensor product

of Pauli-Z operators.
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PA4 vir . . . ; ~ .__ oPA3vir A
As for SNsm,Nﬁn’ it is defined for the input 63 := SNS|ft7Nf|n7$AA7fPA(02) as

PA4NIr /~ \ - - 2 A
EN N (73) -"Bsmqengm( > Nﬁmaws.ﬁan><Nsm,aASm> P{I1) pteongn]]3

Judge
@c{0,1}Nsit
.|.
pUUCJLfgg;hH Z | Nein, @> Ny~ Ngn) <Nsift,5’Asm UO> JLfgg;h] 3P[|0>05§§§;h]~
ae{0,1}Vsitt
(3.177)

Note that this operation is essentially tracing out the first Ngig — Ngn qubits in Agj.
The final state in the virtual protocol is described by

f)PA,vir — trleRNgfinal o gPA,vir o gverify,wr gEC vir ° Ss'ﬂ(ch wr) (3.178)

~PA vir

For the state ppa vir, let p|N be the state when the secret key length is Nj,:

sPAVIr Niin PPA vir £ Ny, 3.179
PN - Prea(Nan) (3:179)

Here, the projector ENﬁn is defined in Eq. (3.70). _
From the definitions of £sift, SEC.vir gverify.vir ePAVIr g gfinal the equation

N
PrAvic = D PrPA(Nfin)Pml:lr (3.180)
Nfin=0
holds.
Step 3f

This step is described by the following CPTP map

z .
EX + Asit — Asifts

A (0) Z > ER,aPERa (3.181)
Nfin=0 @{0,1}"fin
with ) )
Eﬁfinﬁ =P [‘Nfim@Asiﬂ} . (3.182)

3.4.3 Equivalence of the states of Alice’s secret key and Eve’s system in
actual and virtual protocols

Proposition 4. For the final state in the virtual protocol when the secret key length is Ny,
[namely, ﬁm VIt in Eq. (3.179)] and the actual state of Alice’s and Eve’s systems when the

secret key length is Ny, [namely, pPA| Nip, in Eq. (3.78)],

éflqsﬁt(larzéz;rir) = /5Eg£ﬁ]th (:3'1 6323)



69

holds.
Also, let

~ideal - ~
pl\f\?fi W =P [|Nﬁn’ +me>Asiﬂi| ® trAS‘ﬁpéﬂNﬁn (3.184)

be the ideal final state of Alice’s and Eve’s systems in the virtual protocol when the secret
key length is Ng,. Here,

|me f|n>A = 2—Nfin/2 Z ‘Nfin, ]%’A>Asm (3185)

sift
k4€{0,1}Vin

denotes the X -basis eigenstate of system Asift-

From the definition of £% A and p pldeal| Nip defined in Eq. (3.80),
Ean v ™) = Piealg, (3.186)

holds.

Proof of proposition 4
Since the final state in the virtual protocol ppa vir is written as shown in Eq. (3.178), each
map can be considered separately.
As for the map trleRNEf'”a', it does not affect the state of system Ag. This implies
gAsn"t (trleRNgfinal) — (trR1 gfmal) o SZ (3.187)

S|ft

Next, the map S;A“ ]‘(}: in Eq. (3.177) simply traces out the first Ngj — Niin, qubits of system

Agist. Therefore, nothlng changes if these qubits are measured in the Z basis beforehand.
This implies _ .
EX 1 0 Ennenie, = Env i © EX (3.188)

5PA3 vir
NSIﬂvaln’ HPA
tensor product of Pauli-Z operators and does not affect the subsequent Z-basis mea-

surement,

Regarding the map o in Eq. (3.176), since Uz (77", 772/ is composed of a

PA3,vir _ o7
gAS'“ gNsiftvaimfZAvaBA = Elan (3.189)
holds. Combining Egs. (3.188) and (3.189) leads to
Y PA4vir  _ oPA3,vir PA2,vir
A5|ft NSiﬂ7Nfin Nsibefim-"UA 75%A Nsifl»Nfinva 72?%A (3 190)
&7 PA4.vir PA2,vir :
A5|ft Niitt, Nfin Niitt, NViin ,iﬁA @%A ’

Since the map €PA4 ]‘(}: simply traces out the first Ngix — Npn qubits of system Agi and

all the qubits of system Bsjt, measurement on these systems, which is performed by
PA2,vir 4 in Eq. (3.175), does affect the output. This means

Niitt, Nfin, & ﬂPA
A PA4,vir PA2,vir
Z Z gAsiﬂ © gNsiftnyin © gNsm Niin, T4 e jPA
PPe{0,1}Nsit=Nin A {0,1} Vst (3.191)
_ oPA4vir z z
_gNsiﬂvain Agn © EByn
with

Fa= X P W] 0P Vi) @192

Nsmfo b€{071} 5|ft
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Finally, the remaining maps N := E;:f: M gerityir o gECir o gsift - performing the Z-
basis measurement Ejsiﬂ o 5§siﬂ in Eq. (3.191) after applying these maps is equivalent to
performing the Z-basis measurement first and then applying these maps:

gfsiﬁ © 5§siﬁ °© N = N © gAZsiﬂ °© ggsift' (3193)

This equation holds because the unitary operation Upa within EPM vir , Uverity (Cyerify) Within

EverifyVir and Usynd (Csynd) within EEC:AVIM gre all binary matrices in the Z basis. They sim-
ply transform a Z-basis eigenstate (i.e., a bit value) into another bit value. Therefore,
when considering the Z-basis measurement in Step 3f, Alice can measure her system
Agirt in the Z basis at the beginning of Step 3a.

The above discussions imply that the statistics of Alice’s secret key in the virtual protocol
is exactly the same as that in the actual protocol, and hence, Eq. (3.183) holds.

Regarding Eq. (3.186), it follows directly from the fact that a uniform and random Z-basis
measurement outcome is obtained by measuring an X-basis eigenstate in the Z-basis.

3.4.4 Main propositions to derive esecrecy in Eq. (3.82)

To state the main propositions needed for deriving the secrecy parameter, the following
definition is introduced.

Definition 1. Let

7,65,8,8,Ex
N
=) ( ex,i,Noclick) >~ P [|wi,ai,ai>A_CR ) g, |Bi) goass |Noc|ick>3m}
1=1 aie{O,l} /
N d(ex,i,0) +d(ex,i, 1) "
4
Z Z (_1)am+bi(x+ex,i) |w¢, oy, G;i>A?R ‘nZ>Rz ’ﬁ¢>B?asis |bi>B?it )
ze{0,1} a;,bi€{0,1}

with i := ny..ny € [0,00)V,& = wi..wy € {S,D, VIV, @ := aq..an € {Z, X}V, (=
Bi..Bn €{Z, XN éx :=ex1...exn € {0,1,Noclick}¥ denote the POVM element acting
on systems AFR..ASRR,..RyBP.. BRtpbasis pRasis  Then, the probability of obtaining
the outcomes i, @, d, E, €x when state pqc vir in Eq. (3.148) is measured by this POVM is
defined by

Prac(ii, @, &, 4, &x) i=1r (Ey 5 5 5.0, Pac.r ) - (3.194)
Proposition 5. Markov property about intensity choices
Let
Fy = fi<;, G, G<iy Peiy Ex,<i (3.195)

-

be the collection up to the ith elements of each of i, &, &, 3, €x. Then, for the probability
defined in Eq. (3.194),

Prac (ni, wi, o, B, ex il Fi1) = Dk, Prac (4, i, Bi, ex il Fio1) (3.196)
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is satisfied. Here, pigit‘m is defined by

nt . PPy (3.197)

with p$S, defined in Eq. (3.142).

Proof of Proposition 5
Applying Bayes’ theorem yields

Prac(ni, wi, o, Bis ex il Fi—1)
=Prac(ni, i, Bi, exi| Fi—1)Prac(wi|ni, o, Bis ex iy Fiz1)- (3.198)

The crux of the proof of this proposition is to show
Prac(ai, Bi, ex,i, Fi—1|ni, wi) = Prac(a, Bi, ex.i, Fi—1|n;). (3.199)

This equation holds for the following reasons. First, the left-hand-side is equal to

—

=Proc(d<i, B<i, €x <i, l<i—1, D<i—1|n4, w;)

(
( <
=Prac(€x,<ild<i, B<is <i1,B<i1, 14, wi)Prac(G<i, B<i, i<i1, G<io1|ni, w;)
(Ex,<ild<i, B<i, fi<io1, B<i—1, i, wi)Prac (@<, f<i, i1, B<i1)
(

x,<il@<i, B<i, i<i—1,@<i—1,ni)Prac(d<i, B<i, i<i—1,P<i—1). (3.200)

The first equation follows by Eq. (3.195). The second equation is from the Bayes’ theo-
rem. The third equation comes from the fact that &Si,ggi, Ni<i—1,W<;—1 are independent
of n;,w;. The fourth equation, where w; is omitted from the condition of the probability,
holds for the following reasons.

. PrQC(éxéi\&g,Eg,ﬁg_l,ﬁgi_l, n;,w;) represents the probability of obtaining the
outcome €x <; when the ith emitted state is characterized by n;, w;. From Eq. (3.141),

once n; is fixed, the ith emitted state of system A9 is given by |%n:,0a;.0,) 500 Which

is independent of w;.

» From the information exchanging and processing flowchart, the information of w;
becomes public after Bob has completed his measurement up to the ith received
pulse. Therefore, €x <;, which is also determined by Bob’s ith measurement out-
come, is independent of w;.

Next, the right-hand side of Eq. (3.199) is equal to

Prac(«i, Bi, ex.i, Fi—1|ni)

(
=Prac (@<, B<i, €x,<is i<i1, B<io1|n;)
(
(

a<
=Proc(€x, <il@<i, B<i, fi<i—1, b<i—1,1i)Prac(d<i, f<i, T<i—1, D<i—1|n;)
Ex

=Proc(€x <il@<i, B<i, i<i—1, D<i—1,ni)Prac(d<i, f<i, T<i—1, b<i—1). (3.201)

The first equation follows by Eq. (3.195). The second equation is from the Bayes’ theorem.
The third equation comes from the fact that a<;, 5<;, 7i<;—1,d<;—1 are independent of n;.
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Equation (3.200) is equal to Eq. (3.201), which ends the proof of Eq. (3.199).
It is straightforward to show that Eq. (3.199) is equivalent to

Prac(wilni, ai, Bisex i, Fim1) = pibl.tmi, (3.202)

and substituting this equation to the right-hand side of Eq. (3.198) results in Eq. (3.196).
Note that Eq. (3.202) is equivalent to stating that the following stochastic process

A<, B<iy €X,<ir TT<i—1,W0<i—1 — N — W;
is a Markov process.

Proposition 6. Decoy-state method: lower bound on the detection probability from
single-photon emissions

Let
P = Y Prac(ni,ai = Bi = Zex,|Fi 1), (3.203)
ex’iE{O,l}
P = Y Prac(wi,ai = i = Z ex,|Fio1) (3.204)
eXﬂ;E{O,l}

be sums of the probabilities with respect to the probability
Prac (i, @, @, 3, éx)

defined in Eq. (3.194). Then, the lower bound on the detection probability from single-
photon emission with the Z basis is given as

ngt:LZ,z' > )\pg?tz,z‘ + deDe,tZ,z' + ’ng/?tz,z'a (3.205)
where
2P Ppn Pop 1
A== | =5 int_ ~ _int nt 2 =0, (3.206)
Hs Pso Ppo Pvpo Pgo Mg
2 P PN\
1 1 1
(= <_H2D in‘t + int| - in‘t ) m = 0 (3.207)
Hs Pso Ppo Pvp Ppo
o pint it o int -1 1
v (BT B T L (3209
Hs Pso  Ppo Py Py
with

Pt = pups - (3.209)



Proof of Proposition 6
From Egs. (3.196), (3.203) and (3.204),

o0

P =" Y. Prac(ni,wi,ai =B = Z,ex;|Fi1)
n;=0 EXYZ'E{O,I}

o
=> ., D Prac(ni,ai =8 = Z exi|Fi1)
’I’LZ:O eX,ie{Oal}
o.¢]
int  det
- Z pltsﬂmpnizﬂ
holds. Let
n
Kp 1= /%) >0
Hs
forn >2,and as up/us <1,
Kn < K2

holds. Using Eq. (3.210) for p&, ;, p%', ., p{%, ; gives

det det det int int int
Pszi  PDzi Pvizi _ (_”2p8|1 Ppp pV|1> det

int int int int it ont | PLzi
Pso Ppo Py Pso Ppo V.0
int int int
k2Psjo  Ppjo Pvio | et
1 - int nt it | Po.zi
DPso Ppo V,0
=:Co,z,;

oo int int int
S _ 2Pl Ppin  PVin ) qet
int int int | Pn,zi-
n=2

Pso Ppo  Pyvp

=:Ch,z,;

Here, Cy z; and C,, 7, are non-positive because of Eq. (3.212):

int int int
k2Pgio  Pplo Pvio K2
Co.zi = — e ot = o = O
DPsp Ppo  Pvp Dy
5
Cn,Z,i = 1.int (_K/Q + ﬁn) S 07
n!pn

where
int .__ int
P = Z pw,n'
we{S,D,V}

Co.2,i, Cn,zi < 0 implies

int int ~ _int

—KRk9 - n — n 1.7
int int int y 45t
Pspo Ppo Pvp

det det det int int int
Pszi  Ppzi Pvizi _ 2P Ppii Py get
Pspo Ppo Py

73

(3.210)

(3.211)

(3.212)

(3.213)

(3.214)

(3.215)

(3.216)

(3.217)
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The prefactor of p?e}l is non-negative because of

int int int

F2Psp Poi_ Pvi 1D 1p(ps — pp)
R ot = — 24 pup == >0, (3.218)
Pspo Ppo Pyp HS HSs

which leads to

int int int \ —1 det det det

det _R2Psn Ppp Py e Pszi  Ppzi Pvizi
int int int :

Pso Ppo Py

Pz > : e (3.219)
' plg,to plzgt,o p‘\r/],to

Proposition 7. Lower bound on the number of detections from single-photon emis-

sions

The measurement outcomes i := nj..ny € [0,00)V, & = aq...ay € {Z, X}V, 8 =

Bi..8y € {Z, X WV éx = ex,1...ex,n € {0, 1, Noclick}V when the state pac vir defined in

Eq. (3.148) is measured with the POVM in Definition 1 satisfy

i=1 e=0,1

N
1
Pr (Z D 6(ni, 1)d(cw, 2)8(Bi, Z)d(exine) < NLZ) < gegecrecy. (3.220)

Here, N, , is defined in Chapter 2.5.

Proof of Proposition 7
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bx € R
satisfying bk > |ak|:

N
2N 202 — 2a
Pr [ E pg?tzl,z,i > NLz—i- [bK+aK< ]\}’Z — 1)] vN] < exp [——T_ Ta K ] ,
=1

2
(3.221)
where
N
Niz=> > 8(ni, 1)8(cw, 2)8(Bi, Z)8(exis €). (3.222)
i=1 e=0,1
The following optimization problem:
2N
min | bk + ax ( A}’Z - 1)] VN (3.223)
such that
202 — 2a2 2
exp |——X 4aKaK2] — Gseg;’cy and bk > |a| (3.224)

is analytically solved in [2]'2. Here, NLZ is an estimated value of N; z. The optimal values
of ax and bk are

~ 62 ~ 62
ak (Nle,Z7 se?c):;ecy and bk N,NLz, Se?(;;ecy R (3225)

2This can be seen from Eq. (31) on page 8 of [2].



75

respectively, where these functions are defined by

ak(s,t,€) ==
216/5t(s — 1) Ine — 4852 (In €)% 4 27v/2(s — 2t) /=s*(IN )[9(s — ) — 2sIn¢]
4(9s — 8Ine€)[9t(s — t) — 2sIn¢] (3.226)
b5, 1, €) 1= \/18aK (s,t,€)%s — [16ak(s,t,€)? + 24ak(s, t, 6)f+9s]|ne (3.227)

3v/2s

If a,l(’Z > —L , by setting ax and bk as aK and bK , respectively, Eq. (3.221) implies
that

N

9 -1
Niz > (1 + a,1<’Z\/N> [ P — (7 — a?)VN (3.228)

=1

6gecrec :
holds except with probability “ . On the other hand, if a;” < —YN N,z >0.

From proposition 6, p{< ; is lower-bounded by the linear combination of pgetz , 05", ; and

t
p(\j/eZz as

P§%s = W% + Bz + i (A <0.( 20,7 <0).
Applying this to Eq. (3.228) leads to

9 —1 N N

vz (1ot L) [)\Zp%?tz,ﬂrézpfftzﬂrvzp?/etm L2 _ 7).
=1 =1

(3.229)

In the following, we evaluate the upper bounds on "% , Pe; and PO , P§%, ;. and the

lower bound on Y° | pdet

1: Upper bound on }" | pdel |
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bk € R

satisfying bx > |ak| except with probability exp [—m} :

(437
2
Zp%etzl < N8 (1 a2 )+ - ) V. (3.230)
By setting ax and bk as
< si 6gecrec < si 6gecrec
ag = ag N,NE'“,TV and bg == bg | N, NS‘“,Ty , (3.231)

respectively,

2
Zp%etzz < Ng" (1 - aﬁﬁ) + (bR — ag)VN (3.232)
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holds except with probability ESW“V . Here, NS'ft denotes an estimated value of Ns'ft

2: Upper bound on > | Py
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bx € R

satisfying bx > |ak| except with probability exp —M} :

3vVN
2
Zpg/etzz < Nt (1 4 aK\/ﬁ> + (bk — ak) V'N. (3.233)
By setting ax and bk as
e Eoecrec €3ecrec
ay = ag | N, NSt S8V ) and by = bk | N, NS, Y, (3.234)
32 32
respectively,
2
Z piey ; < N3 (1 + a¥m> + (bg —ag)VN (3.235)

2 ~ . .
holds except with probability <. Here, N/ denotes an estimated value of N,

3: Lower bound on Y"1V pdet, |
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bk € R
satisfying bk > |ak|:

N
e > 3t
=1

2Nsif‘t 9 2 ) 2
bt a [ 220 1) | V| <exp |- UK 2% | (3.036)
N (- o)
3V N

By setting ax and bk as

2 2
= dl (N NSt 636;;“) and b2 := b, (N NSt 659;;“) , (3.237)

respectively, with

—216+/5t(s — t) Ine + 4852 (IN€)2 + 27/2(s — 2t)/—s2(In €)[9t(s — t) — 2sIn¢]

ak(s,t,€) := 4(9s — 8Ine)[9t(s —t) — 2sIn¢]

(3.238)

and

V/18ak (s, t,€)2s — [16ak (s, t, €)2 — 24ak(s,t,€)\/s + 9s]Ine
3v/2s ’

be(s,t,€) = (3.239)

det S|ft
Z Ppzi =N N

D D 2le)ift
bR + ak —-1)|VN (3.240)
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2 ~ . .
holds except with probability <. Here, N$it denotes an estimated value of Nit.

Substituting the bounds in Egs. (3.232),(3.235), and (3.240) to Eq. (3.229),
iz 2\
NLZ > <]~‘i_aK7 m)
{)\ [Ngifta +af )+ 0 - a@m] T [Naiﬂu Fak o)+ (0K - QWN]

+ ¢ | NSt —

p . p[2Npt 1.z 17
i +ag | = 1) | VN| = (" —ag")VN (3.241)

holds except withh probability eg“%.

Proposition 8. Decoy-state method: upper bound on the single-photon error detec-
tion probability

Let
PE"X ;= Prac(ni,a; = B = X,ex; = 1|F;_1), (3.242)
PaX . = Prac(wi, 0 = B; = X, ex,; = 1|Fi_1) (3.243)

be sums of the probabilities with respect to the probability
Proc (i, &, d, 5, €x)

defined in Eq. (3.194). Then, the upper bound on the single-photon error detection prob-
ability with the X basis is given as

Error int _Error
Eror Pp.x,i . Ppio Pv,xi (3.244)
n,=1,X,1 = " int int int :

Ppi Ppp Pvpo

Proof of proposition 8
Doing a similar argument to derive Eq. (3.210) gives

o0
E i E
PEIXG = D) Pl P (3.245)

Using this equation for pE"Y - and pEMe". leads to

0o LD int
elp Error i Error __ HD _Error ¢ pn|D Error ~ HD  Error (3 246)
T PDXi T PV T nPLX T it Pn.X,i = ntPLX i :
PD pv P n—2 n P1
which results in
int o Error int  Error
Error b1 ehp Error i Error | _ PpXi _ Ppjo Pv.X,i (3.247)
LXi = 0 | pp PDX py LV | T it it it :
Ppi1 Ppp Py
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Proposition 9. Equivalence of error detection probabilities in single-photon emis-
sions in the X and Z bases
Let

PE = Prac(ni = 1,04 = Bi = Z,ex,; = 1|Fi_y) (3.248)

be the probability of obtaining the X -basis error from single-photon emissions when Alice’s
and Bob’s basis choices are Z, and let p'ir;?; be the probability defined in Eq. (3.242).
Then,

2
Error — D7 pfor (3.249)
Px
holds.
Proof of proposition 9
Consider that

PER; = Prac(8i = X, ex,i = 1|n; = 1,0 = X, F,_1)Prac(n; = 1,0 = X|F,_1)

=Proc(8i = X, ex,; = 1ni = 1,05 = X, F;_1)pi_  pa,—x

n

= Prac(exi = 1|n; = L a; = X, Fi-1)pM"_  pa,= xDg,=x- (3.250)

The first equation follows from Bayes’ theorem. The second equation is obtained by us-
ing the perfect-state-preparation assumption of Chapter 2.2. The third equation comes
from the fact that Bob measures the incoming system in the X basis independently of
Bi, meaning that the choice of 8; has no influence on the value of ex ;. Therefore, 3; is
independent of all the random variables that appear in the probability.

By making a similar argument for pF",

Error i

pl,Z,i = PrQC(eX,i = 1|nl - 17 Q= Z7Fi—1)p7?it:1pai:2p,8i:2 (3251)
holds. The only difference between the first factors in Egs. (3.250) and (3.251) is whether

a; = X or oy = Z. However, this difference does not affect the probability of ex ; = 1,
namely,

Pch(ex,i = 1|7”Li = 1,0zi = X, Fifl) = Pch(GX,i = 1|7”Li = 1,0zi = Z, Fifl)' (3252)

This is because, from Eq. (3.141), the ith emitted states by Alice with n;, = 1,a; = Z and
with n; = 1, a; = X are the same as

Z paipuwlﬁai,Z)As.ig] = Z paip[’¢179a¢:X>A$i9]
a;€{0,1} ' a;€{0,1} '
P[‘0>A§igl ‘1>Aji92] + pH1>Ajigl ‘O>A$ig2]

- 5 . (3.253)

Combining Eq. (3.252) with Egs. (3.250) and (3.251) results in Eq. (3.249).

Proposition 10. Upper bound on the number of phase errors from single-photon
emissions

The measurement outcomes it := ni..ny € [0,00)V,d@ = aq..ay € {Z, X}V, 5 =
Bi..By € {Z, X}V and €x :=ex,1...ex,y € {0,1,Noclick} when the state pqac vir defined
in Eq. (3.148) is measured with the POVM in Definition 1 satisfy

N
— 1
Pr <§ 6(ni, 1)6(ai, Z)5(Bi, Z)d(ex i, 1) < Nph> < gegecmcy. (3.254)
=1

Here, N, is defined in Chapter 2.5.
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Proof of Proposition 10
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ax, bk € R
satisfying bk > |ak]:

N
2N, 202 — 2a2
Pr [Nph >3 e [bK+aK( Hn _ )} wN] < exp [—(MK] . (3.255)
i=1 -

1 3\/ﬁ)2
where
N
Nph = Zé<n“ 1) (0417 ) (B’L? ) (eX,ia 1) (3256)
i=1
If
2
A = a(N, Non, =22 < \/f (3.257)

by setting ax and bk as al' and b} := b (N, Non, seg;fw) respectively, Eq. (3.255) implies
that

94PN -1rn
Nph < (1 — \;%) [ pir%c’); + (bph — a&h)\/ N (3.258)
=1

holds except with probability Ese”“y . Here, N, ph is an estimated value of Ny,. On the other
hand, if aﬁh > \g Nph < N.
Combining this inequality and propositions 8 and 9 leads to

2aph T N h h
Nphg< —K) S " — o WN]

=1

:Sw\;% ifw\@w

al sz)rrgfr plgt\o h h
i E /
Z ( int ©int int pV,rB%FZ) + (bﬁ B aﬁ ) N] : (3'259)
i—1 \ Pp1 PppPvio

In the following, we evaluate the upper bound on ZZ lp%"ggl and the lower bound on

N Error
Doin by x-

1: Upper bound on "V P
From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bk € R

satisfying bx > |ak| except with probability exp [—Zb 4H?KaK2 :
(437
%rr?(rl < Errol’ (1 + ak \/2N> + (bg — CLK)\/N. (3.260)

By setting ax and bk as

62 62
al™ = ak (N NE™, Se;f"y and b = bk [ N, NE"Y, Se;f"y , (3.261)
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respectively,

2
E E D,X D, X
D";’gzg rror (1+ ay \/N>+(bK — a2X)WN (3.262)

: A 6gecrec \E : E
holds except with probability =57 . Here, NDfr)‘gr denotes an estimated value of NDfr)‘}r.

2: Lower bound on > pErTen

From Kato’s inequality, Theorem 1 of [1], the following inequality holds for any ak, bx € R

satisfying bk > |ak|:
2Np"er 2b% — 2a
bK"‘(ZK( N —1 VN SeXp —(_74% .

N
Error Error
Pr !NV,X > ZPV,X,z‘ +

= 1 )2
= 3V N
(3.263)
By setting ax and bk as
X E 6gecrecy V,X < E 6gecrecy
ag™ = ay | N NGRS and b = b | NNPRL TR )L (3.264)
respectively,
2NError
Zp‘E/rSng Error o bX,X + aXX ( ]‘\/[X . 1)] \/N (3.265)

holds except with probability ese”e“y . Here, NE™9" denotes an estimated value of NET".

Substituting the upper bound in Eq (3 262) and the lower boundin Eq. (3.265) to Eq. (3 259)
results in

QGEh - Py E DX 2 DX DX
Non< [1- 2K [N"°r(1+ )+ R — )\/N}
P VN PP wUN TR <

pngt\o vx , vx [2N 3 h h

E : : /N I
int _int [NVS?r B bK +ay ( N 1)] N| + <bp - a& ) N}7
poD|1pwo

(3.266)

which holds except with probability Eg”%

Proposition 11. The number of phase error patterns after Step 2 in the virtual pro-
tocol

For the probability .
Proc(ii,d, d, B, €x) (3.267)
defined in Eq. (3.194), there exists a set

{QQC Niit - {O 1}N5|ft}

S|ft

with its cardinality satisfying

Qac, Ny, | < 2V N1z x 2502 h(Npn /N, ), (3.268)
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such that
1

Z Prac (Nsitt, (€x,i)icsqn € Qac,ngg) =1 — 4€gecrecy (3.269)
S|ft 1

holds. Here, N, ; and N, are defined in Chapter 2.5.

Proof of proposition 11
The following set
Qac, Ny = {(ex,z‘)iessiﬂ |Ssit| = Nsitt, N1,z > Ny 7, Non < Nph} (3.270)

satisfies Eq. (3.268). Recall that N, z and Ny are respectively defined in Egs. (3.222)
and (3.256). This is because there is no information about ex ; with n; = 0 and n; > 2,
and hence ex ; can take all possible values. For n; = 1, as the number of phase errors is
at most N, the number of phase error patterns is upper-bounded by 2212 (Nen/X. 7).
The probability in Eq. (3.269) with the set Qqc v, given in Eq. (3.270) is evaluated as
follows.

Z PrQC Slﬂ? eX z)zGSsm ¢ QC Nsm)
Nsig=1

Z PrQC( SIft7N1Z<leoerh >Nph)
Niirg=1

N
< Z Prac (NsiftaNl,Z < N, » or Npp > Nph>

Ngi=0
:PFQC (Nl,Z < MLZ or Nph > Nph)

<Prac (N1,z < Ny z) + Prac (Nph > Npn)

L,

<- =7 €secrecy

(3.271)

The first equation follows from the definition of Q2qc .. The second equation is obtained
by marginalizing over Ngi. The second inequality follows from the union bound. The third

inequality holds from Egs. (3.220) and (3.254).
Proposition 12. The number of phase-error patterns before privacy amplification
Let X R
B = O P [Nt (2)x) 4y | Nsits (F© Ex)x) | (3.272)
#e{0,1} Vit
denote the projector onto the subspace where the X-basis measurement outcomes per-

formed on Agn and Bgg differ by éx when the sifted key length is Ngq. For the state
immediately after completing error verification pyerity vir, defined in Eq. (3.168), let

Pryerity (Nsift, €x ) := tr (ENsiﬂ,éx ﬁverify,vir) (3.273)

represent the probability that the sifted key length is Ngi and that Alice’s and Bob’s X -
basis measurement outcomes differ by €x. Then, there exists a set

{Qverify,NSm C {07 1}NSiﬁ}Nsiﬂ
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with
‘Qvenfy N, ﬂ’ = < 2NecHNeerty 9 Nsit =Ny, 7 9Ny, zh(Npn/Ny )
= [ Qerify, Ngs | (3.274)
such that
al 1
> Pruerity(Nsitt; €x € Querity,ngy) > 1 — 4e§ecrecy (3.275)
Nsir=1

Proof of proposition 12 B
From proposition 11, there exists a set {Qqc ., © {0, 1} } v, With [Qqc | < 275t N0z 980, 28 (Non/ Ny 7)
satisfying

N
Z Z tr (ENSift,EX (laQC,vir)) >1- iegecrecy' (3.276)

Nsit=1 €x €Qac, Ngg

From Eq. (3.56), the sifting operation £ does not alter the states of systems AZR and
BER with i € Sgi, and hence ex; for i € Sgi remains unchanged by performing £3™. This
implies

N
. I 1
Z Z tr (ENsiftEXgSIft(PQC,vir)) >1- Zegecrecy- (3.277)

Nsit=1 €x €Qac, ngy

In the proof of this proposition, we first discuss the increase in the number of phase-error
patterns €x due to the bit-error correction operation EECVI" in Steps 3b and 4b. We then
discuss the increase in the number of phase-error patterns €x due to the error-verification
operation £VerYVIr in Steps 3¢ and 4c.

1. Increase in the number of ¢ through £ECV
The goal here is to prove that, for the set

Qec Ny == 1€x @ bcsynd | Véx € Qac,ngg. Vb € {0, 1} Wi € [Ngig] \ [Nec], bs = 0},
_ (3.278)
and for the state immediately after performing ECVIr,

N
. 1
Z Z tr (ENsifnexgEC Yo gSIﬂ(pQC wr)) >1- 4€§ecrecy (3.279)

Nsit=1 €x €Qec, Ngg

holds. To prove this inequality, we first show that the following three equations [Egs. (3.281)-
(3.283)] hold for the sets Qgc n,, and

e vy = {€x (Coyna) ™" ® D | ¥Ex € Qac Ny ¥ € {0,131, Vi € [Ngin] \ [Vec], bs = 0}.
(3.280)

1. Using the definition of unitary operatlon Usynd(Csynd) in Eq. (3 155) and the fact that

this unitary operation transforms ey @ bCI toé e€x (C @b b

synd synd)

ﬁsynd (ésynd) Z EA‘NSm,gX ﬁs]Lynd (ésynd) = Z ENsiﬁ,gX. (3.281)

— = /
€x eQECstift EXGQEC,NSm
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2. Since the set Q¢ _ already covers all the possible patterns of the X-basis mea-

surement outcomes for Ng¢ qubits that are measured with Kraus operators K 50"

Niitt, @,
in Eq. (3.156), the set of &x remains unchanged under this measurement. This irrﬁS
plies

~-EC,vir} “ . ~-EC,vir
Z KNsiftﬁNEC Z ENgn.ex KNsiftﬁNEC
ae{ae{0,1} Vst d< ngo =g } X €%, N (3.282)
= Z ENsiﬂuéx'
gXeQéC,Nsiﬁ
3. Multiplying Uiynd (ésynd) by both sides of Eq. (3.281) gives
UsTynd (éSYNd) Z ENsiﬂ,éx Usynd (ésynd) = Z ENsinEX' (3.283)

LS "
€x ES%c N €x EQec, Ngiy

ift

Employing Egs. (3.281)-(3.283) in a step by step manner, as for the adjoint map £5C-Avirt
of EECANT defined in Eq. (3.158),

EEC,A,virT ( Z ENsﬁng) e Z ENsiﬁ7€X (3284)

€x €Qec, Ny €x €Qec, Ny

holds. As for Bob’s CPTP map £EC-BVT defined in Eq. (3.161), since the projection oper-
ator in the X basis is invariant under the Pauli X operation:

XB7NsiftviENsift»€X X B Nyn,i = ENsift7€X )

SEC’B’V"’T ( Z ENsﬁ,€X> = Z EANsifth (3285)

€x €QC, Ny €x €QEc, Ny

holds. From Egs. (3.162), (3.284) and (3.285),

gEC,virT ( Z ENsﬁ,€x> - Z EANSW@X (3.286)

€x €Qec, Ngy €x €Qec, Ngy

is satisfied.
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Then, consider that

N
Y Y (B O 0 M e

Neit=1 €x €Qec, N

N
- Z Z tr (SEC’VirT (EA‘Nsiftyé'x)gSiﬂ(ﬁQC,vir))

Neit=1 €x €Qc, N

N
- Z Z r (ENsiﬂ:€X gsm(ﬁQC,vir)) (3.287)

Nsift=0 €x €Qec, Ny

N
> Z Z tr (ENsift,€X€Siﬁ(ﬁQC,vir)>

Nsit=0 €x €Qqc,

sift
1 2

>1 - Zﬁsecrecy'

The first equation follows from the fact that
tr (E‘S(,ﬁ)) —tr (5T(E) ;3) (3.288)

holds for any operator £, any CPTP map &, and any density operator 5 '3. The second
equation follows by Eq. (3.286). The first inequality follows by

E : ENsiﬂng > E : ENsiﬂng’ (3.289)
€x €Qec, Ngy &x €Qac, Ny

which is obtained from Eq. (3.278). The second inequality follows from Eq. (3.277).

2. Increase in the number of &y through £very:vir
Next, we discuss t_he increase in the number of phase-error patterns ¢x due to the error-
verification £YeVIr in Steps 3c and 4c. The goal here is to prove that, for the set

Qverify,Nsiﬂ
={Ex B bCong ® Lerity | VEx € Qac Ny, V0 € {0, 1157 Wi € [Ngig] \ [Nec], bs = 0,
ve e {0,137, Vi € [Ni) \ [Nverity), bi = 0},
(3.290)

and for the state immediately after performing £Vveriy:vir,

N
A . . . . 1
Z Z tr (ENsiﬁng gverlfy,wr o SEC,VIF o SSIft(ﬁQC,vir)) >1- Zegecrecy (3.291)
Nig=0 €x ererify,Nsift
holds. To prove this inequality, we first show that the following three equations [Egs. (3.293)-
(3.296)] hold for the sets Qyerify, N, @aNd

(/erify,NSift
::{é’X(CN\-/rerify)i1 @ bCN;rynd(CA:/rerify)i1 ®c|Vex € QQCaNsiﬂ’
Vb € {0, 1} Vi € [Ngit] \ [Necl, bi = 0,V € {0, 135 Vi € [N \ [Nyerify], bi = 0}.
(3.292)

3Note that Eq. (3.288) can be proven using the Kraus representation of the CPTP map, along with the
cyclic property and the linearity of the trace.
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1. Using the definition of the unitary operation Uver,fy(éver,fy) in Eq. (3.164) and the
fact that this unitary operation transforms &x @ bClq © e, 10 Ex (Clapr,) ™ @

szTynd (C\Tenfy) ®c

0verify (éverify) Z ENsiftng 0Jerify(éVerify) - Z ENsift7€X (3.293)

ex EQ\/erify,NSiﬂ éx ererlfy Niitt

holds.

2. Since the set ()], verify, N already covers all possible patterns of the X -basis measure-

ment outcomes for Nyerify qubits that are measured with Kraus operators & /"""

Nsiﬁ 7anenfy

defined in Eq. (3.165), the set of €x remains unchanged under this measurement.

This implies
S e Nyeri
anerify ’vaerify € {0’1} verity
-verify, virt 7 -verify vir
Ky i b Z Enanex | By an n
sift>® Nyerify ¥ Nyerify o P sifts% Nyerify *” Nverify
€x ererify Nsift
o ~yverifyPass 7~ verifyPass
B Z 1_[]\/vsiﬂ ENS'"’eX HNsm (3294)
éX EQ\,/erify,l\lsiﬁ
where H"e”fypass is a projector defined by
verifyPass | A —
HNsift T Z Z Pf[| Nsit, a>Asiﬂ]
Ver,fye{o 1} verlfy aE{O 1} sift a<Nver|fy:deerify
® > P[|Ngit, b) _] (3.295)

56 {0 1 } Nsit ’55 Nverify :anerify
& PH 1) Length]
Judge

verlfyPass

This projector H commutes with Z~ cqr

verify, Ngjg
actsasan |dent|ty operatorfor first Nyeriry bits of @ and bin | Nsift, @) 4 " and | Ngig, >B .

and 11vePass acts as an identity operator for last Ngjt — Nyerity bits of them.

ENSlft ey because Z* cqr

3. Multiplying Verlfy(cverify) by both sides of Eq. (3.293) gives

Ujer|fy (éverlfy) Z ENSiﬂ,EX Uverify (CNVerlfy) = Z E‘Nsiﬂ,éx . (3296)

— / e :
€x ererify, Niift €x EQ"e”fystif\

Employing Egs. (3.293)-(3.296) in a step by step manner, as for the adjoint map £Verify:virf
of EVerfyVIr in Eq. (3.167),

verify,vir 2 o verifyPass 1 verifyPass
€ vt Z ENSiﬂng - Z HNsm ENsm,eX ]'_'[N (3297)

€X ererify,Nsiﬁ éX EQverify,Nsiﬁ

BN,

verify, Nt

verify

ENsift,éx
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holds.
Let 1, be denoted by - be{0,1} Vit P[|Nsitt, @) 4, | Nsitt: @) |- From the discussions so
far, the target probability in this proposition is calculated as foIIows.

N
” verify,vir EC,vir sift/
> >, oot (ENsiﬁngg Yo g=xMo € (Poc,vir))
Nsit=1 €x gﬂverify,NSiﬂ

N
r; verify,vir EC,vir sift
= Z tr (1Nsift - Z ENsif17€X)5 Yo £ o& (PQC vir)
Nsi=1 €x EQverify, Ngi
Y ]
— verify,vir r, EC,vir sift/ A .
- Z tr 5 Y (1Nsift - Z ENSift,gx)g o g (pQC,VIr)
Nsi=1 €x € dverify, Ngjy
N
_ ~yverifyPass ~yverifyPass 7 ~verifyPass EC,vir sift
- Z tr HNsift o Z HNsift ENsiﬂng HNsift € of (pQC V'r)
Nsift=1 Ex € verity, Ngiy
N
n EC,vir sift / A
< Z tr g — Z ENsm,gX € o& (PQC,vir)
Ngir=1 €x € verify, N

N
=1- Z Z tr <ENsiﬁ,é'X5EC7VIr ° ESIft(/A)QC,Vir)>

Nsig=1eéx e Qverify, Niigt

N
<1-— Z Z tr (ENsiﬁ,exgEC Yo ESIft(pQC wr))

Nsit=1 €x €Qec, Nggy

1 1
<1- <1 4 6gecrecy) 4 6gecrecy
(3.298)

The first equation is the decomposition of 14_. g, to 1n,,. The second equation is derived
using the same reasoning as the one in Eq. (3.287), as explained in Eq. (3.288). The
third equation follows by Eq. (3 297). The first inequality follows from the commqtati_vity of
H\J/\Zr:yPass and Zeer ENsm - the property of projectors ( ver:yPass) 1-[verlfyPass

verify, Ngigt Niit ’
which implies
~rverifyPass ~rverifyPass 1 ~verifyPass
HNsift o Z HNsift ENgn.ex HNsiﬂ
éX GQvc—)rify,Nsift
:1Nsift - Z ENsift75X
€x ererify,NSm (3299)
verifyPass r ~verifyPass
(1N5|ﬂ - H Nitt ) 1Nsiﬂ - Z Enggex <1Nsift - HNsiﬂ ) )

EX S Qverify, Niift

where the third term of the right-hand side is a positive operator. The fourth equality comes
from the decomposition of 14,5 .,. The second inequality follows from

S Bngex > DL Engen (3.300)

€x € verify, N €x €QEC, Ny
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which is obtained from Egs. (3.278) and (3.290). The third inequality follows by Eq. (3.287).

Since the cardinality of set {6 € {0,1}"s | Vi € [Ngg] \ [Nec),b: = 0} is 2Vec, cardi-
nality of set {¢ € {0,1}"sit | Vi € [Ngit] \ [Nverity], ci = 0} is 2%erv, and from Eq. (3.268),
the cardinality of Qyerify, v, IS UPPEr-bounded as

|Qverify, Ny | < 2VECTHMverty 2 Nsit= N1 7 90 zh(Nopn/ Ny ). (3.301)

Proposition 13. The number of phase error patterns after privacy amplification
Let

ENfimé'x =P Z 2_Nﬁn(71)_k’4’é}x | Nfin, k) 4
k4€{0,1}Nfin

(3.302)

sift

denote the projector onto the subspace where the X-basis measurement outcome per-
formed on Agjs is €x € {0, 1} when the secret key length is Ngp,.
For the final state in the virtual protocol:

ﬁPA,vir — trRl...RN [Efinal o gPA,vir o gverify,vir ° gEC,vir ° SSift(ﬁQC,vir)]a (3_303)

let

Prpa(Nfin, €x) = tr (ENﬁn,éx ﬁPA,vir) (3.304)

represent the probability that the sifted key length is N and that Alice obtains the X -basis
measurement outcome éx € {0,1}¥n. Then,

N
" Proa(Nin)F (tripf ™, Pl Nan, +V0) 1, ])
Nin=1

N
= Z Prpa(Nan)tr (ENfin,EX:O®NfintrEﬁmi’:lr)
Nee1 (3.305)
N

= > Prpa(Nin, &x = 0¥n)
Nfn=1

1 2
>1-— §6secrecy

holds. Here, | N, +"™) ,_is defined in Eq. (3.185).

Proof of proposition 13
Let

ﬁverify,vir — gverify,vir o EEC,vir o 5Sift(ﬁQC,vir) (3.306)

be the state of Alice’s, Bob’s and Eve’s systems immediately after completing error veri-
fication. To calculate the target probability in Eq. (3.305), let

Dy : Agit — Asin
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denote an operation that preserves the diagonal elements of the input state in the X basis
while setting the off-diagonal elements to 0. This operation classicalizes the input state,
resulting in a classical bit string in the X basis.

Also, using definitions of E, and Querify, N, I EQs. (3.272) and (3.290), let

sifts€X

N
Bgood == Y > Engex (3.307)

Nsir=1ex € Qverify, Niitt

denote the projector onto a “good space” in the sense that the number of phase er-
ror patterns immediately before privacy amplification is upper bounded as specified in
Eq. (3.274). Then, the probability in Eq. (3.305) is calculated as follows.

N
> Prpa(Nin, éx = 09Nn)
Nin=1

N

A

Eng,éx :of)PA,vir)

E Sfinal SPA VII’(

Niin,€x =0

Pverify, wr))

N
Y
Nin=1
N

(E Nfin,€x =0 5f|na| o gPANirﬁX (PAverify,Vir))
_ r, final PA,vir 1~ a o -
- Z tr (E f|meX:0€ of DX(Egoodeerify,virEgood))

Nfin:1

+Ztr

]Vfln—1

Nin,€x= nginal © gPA’VirﬁX(f - Egood)ﬁverify,vir(f - Egood))
final PA vir
ENf,n,eX_ & o& DX (Egoodpverlfy,ergood))

N
_tr[Egood Perify,vir] Z tr ( En,. ex=0 ghinal ; ePAVIF) (6verify7wr)>
Nin=1

N
1 N ) Coa
> (1 - 4€gecrecy> § tr <ENﬁn,€X:O€fmal © 5PA’WDX (Uverify,vir)> (3-308)
Niin=1

The first equation follows by Eq. (53.304). The second equation comes from Eq. (3.303).
The third equality, multiplying by D, means that pyerify vir iS Classicalized in the X basis.
The reasons why multiplying by D is allowed are as follows:

1. The unitary operation Upa within SPA: Y'in Eq. (3.174) is a binary matrix in the X
basis, according to Eq. (3.170), and it does not create superpositions of states in
the X basis.

2. The unitary operation Uz (i%”, 7°A) within SZA:J‘G: £ in Eq. (3.176) is a bit-flip
operation in the X basis.
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In the fourth equation, the terms with (1 — Egood) pverify,vir Egood @Nd Egood Averify,vir (1 — Egood)
do not appear because these are off-diagonal elements in the X basis, which vanish
upon applying the operation Dx. The first inequality comes from the non-negativity of the
second term in the fourth equation. In the fifth equation, we defined

Overify,vir =

Egood (ﬁverify,vir) Egood
tr (Egoodﬁverifyyir)

The second inequality follows by proposition 12.
From Eq. (3.173)

(3.309)

SPA’Vir (bX(&verify,vir)) = f: Z

Nsitt: Nein=1: Nsitt> Nein 28 {0,1}Vsift

PA4 vir PAS3,vir PA2,vir PA1,vir ( 7 A
Z gNsiftnyin © gNsiﬂ,Nﬁn,g‘c’ZA,f'j’gA © gNsiﬂ,Nﬁn,a‘:"ZA,g‘c’%A o gNsift (DX(Uverlfy,wr)) )
fZAe{oJ}Nsift*Nﬁn

:.gPA,vir
Nitt: Nein #'55°
(3.310)
and using this results in
N
r, final PA,vir 1~ A
Z tr (ENﬁmgX:og of DX(Uverify,vir)>
Nfin=
N
_ PA vir ~ A
S OO DA G A
Nsitts Nin=1: Nsif > Niin 228 €{0,1} Vsit
Niin | ofinal PA,vir N (A Ny
<Nﬁn,—|— f'”|5ma OgN- Ne ~PADX(0'verify,vir)|Nfina+ f'n>
sifts{ Vins T g (3 311)
tr [EPA’V" D (6ver -)} '
Neitty Nin, 20 X \Overify,vir

Once f%A is fixed, by Alice measuring Nt — Nsin qubits of system Agg in the X basis,

the failure probability to uniquely identify the X -basis measurement outcome after £ s
upper-bounded by

|Qveriny | x oNsit—Nin — 9Nec+MNerity9Nsit—N1 79N 1 zh(Non/Ny 7). 9Nsit—Nin
54 Vsift
Egecrec 62
= 97109, = - sedreey, (3.312)
4

Therefore, Eq. (3.311) leads to

N
Z tr (ENﬁan:nglnal o gPA,VerX (&verify,vir))

Nin=1
1 N
2 PA,vir ~ A
2 (1 - 4esecrecy> Z Z tr [gNsiﬁvNﬁmprADX(Uvenfy,wr)
Niitts Niin=1: Niit=> Niin f%AE{O,l}Nsift
1 2
=1- Zﬁsecrecy (3.313)
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Combining this with Eq. (3.308) results in

N 2
o 1 1
Z Prea(Nfin, €x = O®Nﬁn) > <1 - 46§ecrecy> >1- iegecrecyv (3.314)
Nin=1
which ends the proof.
Proposition 14. csecrecy —SeCrECy
Equation (3.82) holds, that is,
1
B} Z PrPA(Nfin)HﬁéﬁNﬁn - ﬁfgfa”]vﬁnH < €secrecy- (3.319)
Nfin=1
Proof of proposition 14
First, the following lemma is introduced.
Lemma 1. For any state pap of systems A and E, let
pE =tra(par) (3.316)
and
pa=1tre(par) (3.317)
be the marginal states of pog. Then, for any state |¢) , of system A,
F(par,|9) (6] 4 © pr) = [F(pa,|6) (8]4)]° (3.318)
holds.

Proof of Lemma 1
Let W be a reference system, |¢) 4y, be the purification of p4g, and {|e;)}; be an or-
thonormal basis of system A that includes |ey) = |¢). Using the following definitions:

pi = trapw (le:) (eil 4 [¥) (Yl apw) (3.319)
Vi) gy = (il o 1) apw » (3.320)

%) 4py IS Written as

V) apw = Z lei) (€ila [¥) apw

' (3.321)
=0 0) 4 [0 pw + Y v/bilen) 4 i) pw -
i#0
The definition of the fidelity gives
F(pa, |9) (@l4) = max [(¢] apw ) 4 1X) g
Ix)
=po Max | (ol gy [X) gy | (3.322)
|X>ER,

=Po-
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Next, system S is introduced with the same orthonormal basis as system A, and the

following state is defined.
&) arws = V) apw |)s
This state is a a purification of 4z, which can be seen from

trs (1€) €lapws) = trw ([¥) (Yl apw) = PaE-

Furthermore, the following state
W) pws = Z Vi [Vi) pw lei) s

is a purification of pp because

trws (|w) (wlpws) = Zpitrw (1i) (Wil gw) = traw ([0) (Yl apw) = PE-

Using the definition of the fidelity leads to
~ A 2
F(pap,|6) (614 ® pp) = max [{E] pws [0) 4 X ) pws]
XY ews

> (€l amws 18) 4 |0 pwrsl”
9
=Po

=[F(pa, |¥) (W] )],

which ends the proof of Lemma 1.

(3.323)

(3.324)

(3.325)

(3.326)

(3.327)
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Then, we have

N
1 AE
3 Z Prea(Nfin) HPF>A|Nf,n Pideal Ny |
Nfln—o
| X
~AE ~AE
=3 Z Proa(Nin) 0P| NG, — Pideal N, |
Nfin=1
N
~PA Z | sideal,
=5 D Proa(Nin) €, (FA) — €4, (75|
Nfln—l

~PA ~ideal,vi
Z Proa(Nan) 6 — A |

]Vfln*1
N
- Z PrPA(Nﬁn>\/1_F(ﬁm;:ir’ﬁi‘cji\zil,vir) (3.328)
Nfin=1
N o 2
<> PrPA<Nfin)\/ ( (T EA e P HNf‘”’JrNﬁnm)
Nfin=1
N
<> PrPA(Nfin)\/2 (1 Fitrs Amw’ HNﬁ”’JrNﬁnm)
Nin=1

N
< |2 (1 Z Prea(Nin) F (trEﬁmw’ [Nfin,+Nfi”>])>

Nin=1
Sﬁsecrecy-

The first equality comes from Egs. (3.183) and (3.186). The second equality follows from
the fact that the trace distance is zero when N5, = 0. The first inequality follows from the
CPTP monotonicity of the trace distance. The second inequality comes from the relation
between the trace distance and the fidelity. The third inequality follows by Lemma 1 with
|®) = | Nfin, +Nﬁn>Asiﬂ. The fourth inequality comes from the inequality 1 — 22 = 2(1 — z) —
(1 —2)? < 2(1 — ) for any real number z. The fifth inequality follows from the concavity
of v/2(1 — z) for x. The sixth inequality follows from proposition 13.
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